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Abstract— With continuing developments in
miniaturization and battery design, wireless sensor
networks (WSNs) are poised to become common
technology in our daily lives. Using in-network data
aggregation, sensor data from multiple nodes can
be combined before being forwarded to neighboring
nodes; and thus, energy consumption can be reduced
significantly. But in situations where sensor nodes
privacy is non-negotiable, data aggregation cannot
be implemented at the cost of security. Therefore,
there is a strong need for secure data aggregation
(SDA) protocols designed to fit the unique properties
and considerable constraints of WSNs. Existing end-
to-end solutions are either insecure or impractical.
In this paper, we propose a novel solution for
the secure aggregation of data in WSNs based on
probabilistic homomorphic encryption. By combin-
ing with a unique encoding function, our solution
guarantees the privacy of sensor data, while also
greatly reducing communication costs.
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I.. INTRODUCTION

Wireless Sensor Networks (WSNs) are an attractive
ambient monitoring solution for applications where tra-
ditional sensors would prove problematic [1]. Made up
of large numbers of cheap, small and low-power sensor
nodes, WSNs are capable of self-organizing into ad-
hoc, multi-hop networks to cooperatively communicate
simple sensor readings to a centralized base station.
The low production cost of disposable wireless sensors
and the ease of deployment make WSNs advantageous
for use in environmental applications like forest fire
or flood detection and military applications such as
battlefield surveillance and reconnaissance [2].

Sensor nodes often have small, irreplaceable power
sources. Therefore, one of the primary factors affecting
network lifetime is power consumption rate [1]. A naive
implementation of a WSN involves all sensor nodes
directly or indirectly transmitting readings to the base
station. Intermediate nodes are required to repeatedly
forward readings from neighboring nodes leading to a
high level of energy consumption. In general, most of

the energy consumed during transmitting and receiving
data is due to the power required to turn a sensor node’s
transceiver circuitry on and off [1]. Thus, a reduction
in data transmission can yield a sizable reduction in
energy consumption. An efficient method of reducing
communication cost in WSNs is by implementing in-
network data aggregation where the sensor nodes data
is combined on the fly [3].

Confidentiality of the sensor readings are of
paramount importance in many applications, such as
monitoring the status and location of friendly combat-
ants in a battle situation. In these cases, only the base
station should be privy to individual sensor readings.
The tack of nodes simply encrypting their readings
and forwarding them to the base station may ensure
security, but does so at the cost of energy efficiency.
Addressing both security requirements and power con-
straints requires the inclusion of an efficient Secure
Data Aggregation (SDA) method to the WSN [4].
Existing solutions along this direction (e.g., [5], [6])
are either insecure or less efficient.

In this paper, we propose a novel SDA solution based
on the Paillier’s encryption scheme [7]. Briefly, when
the base station broadcasts a request to the network,
each leaf node encrypts its reading and transmits it to
its parent node. Included along with the sensor data,
is a number indicating how many individual readings
are combined in the ciphertext. The parent nodes then
encrypt their own readings and aggregate them with
the encrypted values received from their leaf nodes
using a novel encoding technique. This is done using
exponentiation and multiplication based on the homo-
morphic properties of Paillier [8]. Then, they sum the
numbers representing the number of nodes whose data
has been aggregated and forwards that along with the
encrypted aggregated readings. This continues until the
base station receives all of the available sensor readings
in encrypted format. The base station then decrypts and
decodes the data, and performs the intended function.
A more detailed explanation is provided in Section III..

II.. PROBLEM STATEMENT

Let W be a WSN with n sensor nodes, a root node, and
a base station organized in a hierarchal tree [9]. Suppose
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Fig. 1. A hierarchical WSN with five sensor nodes

s1, . . . , sn represent each nodes’ corresponding sensor
reading. An example of a hierarchical WSN with 5
sensor nodes is shown in Figure 1.

Under such a WSN environment, the goal is to
develop an efficient SDA protocol that can deliver all
of the relevant data to the base station for processing
while ensuring the privacy of individual sensor nodes.
That is, the base station should be the only party
with access to the unencrypted sensor readings. As a
result, the base station should be able to derive the
results of common queries on s1, . . . , sn for W such
as MIN/MAX, AVERAGE, COUNT, and SUM. This
must be achieved while simultaneously reducing total
number of packets transmitted using data aggregation.

III.. PROPOSED SDA PROTOCOL

In this section, we present our proposed SDA protocol
using a step-by-step approach. First, we discuss our
novel encoding technique that is integral to the data
aggregation. Then, we discuss the general form of the
protocol, along with a formal definition, and highlight
how the encoding technique can be enforced under
Paillier’s encryption using homomorphic properties.

Let a be the encoded sensor readings and ` denote
the uniform number of digits per reading. Without loss
of generality, consider the case of encoding k sensor
readings denoted by s1, . . . , sk. To encode, the arbitrary
sensor readings are placed next to each other in a
systematic manner and the encoded value is given by

a = s′1‖s′2‖ . . . ‖s′k
where

s′i =


si if |si| = `

0 . . . 0︸ ︷︷ ︸
l−|si|

‖si otherwise (1)

here ‖ denotes concatenation and |si| denotes the
length of si in digits, for 1 ≤ i ≤ k. For example,
suppose s1 = 123, s2 = 45, and s3 = 789. If

` = 3, then the encoded value can be calculated as
a = 123︸︷︷︸

s′1

‖ 045︸︷︷︸
s′2

‖ 789︸︷︷︸
s′3

= 123045789.

The proposed SDA protocol is comprised of three
main steps described below.
Step 1: Initially, the base station broadcasts a data
request to the WSN. Upon receiving the request, the
leaf nodes simply encrypt their readings and send them
to their parent nodes. Each sensor node transmission is
a message mi = (αi, E(ai)), where αi is the number
of nodes whose readings have been included in E(ai),
the encrypted aggregated sensor readings. Here E(·)
denotes the Paillier’s encryption function. Note that, for
leaf nodes, αi = 1 and ai denotes the corresponding
sensor reading.
Step 2: Each internal node Y encrypts its own reading
and proceeds as follows. Upon receiving the encrypted
data from its child nodes, Y aggregates the leaf node
messages. However, it is worth noting that aggregation
of encrypted data is not straightforward due to the
inherent overflow issue under encryption. That is, for
accuracy purposes, we need to have a secure mechanism
in place that can facilitate Y to check an overflow
condition before aggregating the child nodes data.

In our proposed solution, we construct the overflow
condition as follows. We assume that the encryption
key size K is 1024 bits. Under this case, the value
under encryption should be less than modulo N , where
N is a part of the public key under Paillier’s scheme.
When K = 1024 bits, the value of N could be at most
21024 which is roughly equivalent to (23.32)308.43 or
10308.43. Thus 308 is the largest aggregated number (in
digits) that can be represented under encryption while
preserving data accuracy. We emphasize that similar
formulations can be deduced for other key sizes.

Definition 1. Given two messages mi = (αi, E(ai))
and mi+1 = (αi+1, E(ai+1)), the overflow condition
checks to see whether ai and ai+1 can be combined
inside the encryption by verifying whether their aggre-
gated value (as per Equation 1) exceeds its maximum
length. Precisely, the overflow condition for an internal
node to aggregate them is ` ∗ (αi + αi+1) < 308, for
K = 1024 bits. When ` ∗ (αi + αi+1) < 308, we say
that the overflow condition holds meaning that it is safe
to aggregate the two encrypted values. �

If the overflow condition holds, Y aggregates the
data into a single ciphertext and adds the alpha values
together. That is, we can encode both ai and ai+1 under
encryption by scaling and multiplying the encrypted
values, E(a) and E(ai+1), together. We derived the
formula for aggregating the two encrypted values, based
on the previously described encoding technique (i.e.,
Equation 1), which is given as:

E((ai ∗ 10λi)‖ai+1)← E(ai)
10λi ∗ E(ai+1)



Fig. 2. Encrypted data in transmission based on the proposed SDA protocol

where λi = ` ∗αi+1 represents the length (in digits) of
ai+1. The goal is to shift the decimal point of ai to the
right1 the same number of digits as the length of ai+1.
Then we can add the adjusted ai and ai+1 together
and preserve the corresponding sensor readings. Due
to the homomorphic property of Paillier’s scheme, we
can achieve the same result by exponentiation over
encrypted data. By raising 10 to the power of λi, the
decimal is moved the corresponding number of places.

The above process is repeated in a bottom-up fashion
where encrypted data received at each internal node is
aggregated and forwarded to their corresponding parent
node in the hierarchical WSN.
Step 3: The final step of the protocol occurs once the
base station has received all the encrypted aggregated
values. Using the private key, it decrypts the encrypted
data and decodes them into ` digit numbers, where each
number represents the reading of a node in the WSN.
Then, it performs whatever function it intended on the
deduced sensor readings.

Example 1. Consider the WSN with five sensor nodes
given in Figure 1. The encrypted aggregated readings
that are calculated and forwarded by each node are
highlighted in Figure 2. �

IV.. PERFORMANCE AND SECURITY ANALYSIS

Although we acknowledge the computational overhead
of our proposed solution, it is worth noting that the
increased computation cost is mitigated by the reduc-
tion in communication between internal nodes which is
crucial for the long-term survival of the network. In the
proposed solution, each leaf node has to perform one
encryption which requires logN + 2 multiplications.
For an internal node with y children, the computation
cost is α∗` log 10+y multiplications, where α denotes
the total number of nodes under the sub-tree rooted at
the internal node.

1In general, we can move the decimal place of an integer to the right by
multiplying it by powers of 10.

We emphasize that the performance of the proposed
solution can be improved in many ways. First, by em-
ploying widely implemented optimizations, the compu-
tation overhead on sensors can be reduced by orders of
magnitude. For example, the fixed base exponentiation
under Paillier’s scheme can be precomputed to improve
the online computation costs of each sensor. Due to
space limitation, we omit the optimization details here.

On the other hand, for a 1024-bit key size, the
communication cost of a leaf node is 2048 bits. Ad-
ditionally, the total communication cost of an internal
node with y children is (y + 1) ∗ 2048 bits.

The security of the proposed scheme guarantees end-
to-end data confidentiality. This is because the private
key is known only to the base station and all the
transmitted data is in encrypted format. As a result,
the security of the proposed SDA protocol is based on
the security of the Paillier’s encryption scheme [7]. We
emphasize that Paillier’s encryption scheme provides
semantic security (or IND-CPA) which is the common
level of security required in most applications.

V.. CONCLUSION

Secure Data Aggregation (SDA) in WSNs is a growing
issue in many applications, especially when the confi-
dentiality of sensor’s data is a primary requirement. In
general, reducing the size of overall data communicated
in a WSN is very important to the long-term survival
of the network. To address this issue, we proposed
a new encoding function that aggregates data within
encryption in a systematic way based on the Paillier’s
encryption scheme. The proposed solution provides
end-to-end data confidentiality and greatly reduces the
communication costs. As a future work, we plan to
investigate various engineering techniques to further
improve the performance of the proposed solution.
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