
On the Additional Chi-square Tests for the IID
Assumption of NIST SP 800-90B

Ju-Sung Kang, Hojoong Park, Yongjin Yeom
Department of Information Security, Cryptology and Mathematics,

Graudate School of Financial Information Security,
Kookmin University, Seoul, Korea

Email: {jskang, ruokay, salt}@kookmin.ac.kr

Abstract—Recently, NIST has published the second draft of
SP 800-90B used for entropy estimations of random number
generators. It is conducted within the framework of a cryp-
tographic module validation program (CMVP) for the entropy
source. The official evaluation criteria such as CMVP should
be supported by rigorous and theoretical foundations so as to
achieve the credibility and reliability of the evaluation process.
For the theoretical background of the entropy estimation, it is
assumed in SP 800-90B that the distribution of the entropy source
is unknown since we cannot obtain an appopriate hypothesis
about the distribution of the noise source which is a component
of the entropy source. In this case, the nonparametric statistical
method is commonly used.

The test suite of SP 800-90B is divided into two major steps.
The first step is to determine the track, IID(independent and
identically distributed) or Non-IID, and the second step is to
estimate the entropy of the given source. The permutation tests
and additional chi-square tests are used to test IID assumption
for entropy source in the first step, and when all tests in the first
step are passed, the given source is determined as IID. Depending
on whether the given data is determined as IID or Non-IID,
the entropy estimation is conducted using different estimators in
the second step. In this paper, we concentrate on the additional
chi-square tests and analyze them from the view point of the
nonparametric statistical method. We find out several defects of
the degrees of freedom in the tests of independence for binary
and non-binary data. We correct the degrees of freedom based
on our analysis, and it solidifies the theoretical basis of SP 800-
90B. Furthermore, we provide some experimental results with
the corrected degrees of freedom which show that the corrected
tests are more effective.

I. INTRODUCTION

Random number generator (RNG) is an essential primitive
in cryptography and used to generate various security param-
eters such as a secret key, nonce, salt and so on. The security
of an RNG depends on the entropy source generated by non-
deterministic outputs and the deterministic process called a
pseudorandom number generator (PRNG). Several statistical
tests are used to evaluate the soundness of the entropy source
and the randomness of the output sequence generated by
PRNG. NIST SP 800-22 [1], Dieharder [2], AIS.20 [3] and
so on are the statistical tests for the PRNG’s output. These
statistical tests are conducted under the null hypothesis that the
given sample sequence of the PRNG’s output is independent
and identically distributed with the uniform distribution.

The official evaluation criteria should be underpinned by
rigorous and theoretical foundations in order to achieve the
credibility and reliability of the evaluation process. There are
a number of works to examine the theoretical soundness of
the randomness tests. As a noticeable result, Fan et al. [5]
have proposed a corrected method to construct the statistical
value for runs distribution test. They have shown that there
exist some inaccuracies in the runs distribution test of NIST
SP 800-22, and the degrees of freedom of the test statistic
is adjusted. Hamano and Kaneko [6] have shown that the
overlapping template matching test included in the NIST SP
800-22 randomness test suite uses the inaccurate occurrence
probabilities of the template. Zhu et al. [7] have found that
the second-level tests of NIST SP 800-22 are flawed due to
the inconsistency between the assessed distribution and the
assumed one, and proposed Q-value as the metric for these
second-level tests to replace the original P -value.

On the other hand, SP 800-90B [4] is a recommendation
for the entropy estimations of random bit generators, and it
is conducted within the framework of CMVP(cryptographic
module validation program) for the entropy source of the
random number generator. We cannot obtain an appopriate
hypothesis about the distribution of the noise source which
is a component of the entropy source. In this case, the
nonparametric statistical method is commonly used. Thus, for
the theoretical foundation of the entropy estimation in SP 800-
90B, it is assumed that the distribution of the entropy source
is unknown. NIST recommends using at least 106 samples to
evaluate the entropy source for the stability of an approximate
distribution. The test suite of SP 800-90B is divided into two
major steps. The first step is to determine the track, IID or
Non-IID, and the second step is to estimate the entropy of
the given entropy source. Also, the permutation tests and the
additional chi-square tests are used to test the IID assumption
for the entropy source in the first step. In the permutation tests
the resampling method of nonparametric statistics is adopted to
determine either IID track or Non-IID track [8]. The additional
chi-square tests are conducted to detect the non-IID properties
of the sample sequences that have been passed the permutation
tests. Then, depending on whether the given data is determined
as IID or Non-IID in the first step, the entropy estimation is
conducted using different estimators in the second step.

In this paper, we concentrate on the additional chi-square



Fig. 1. Processing of SP 800-90B

tests and analyze them from the view point of the nonpara-
metric statistical method. We find out several defects of the
degrees of freedom in the tests of independence for binary and
non-binary data. We correct the degrees of freedom based on
our analysis, and this corroborates the theoretical soundness
of SP 800-90B. Furthermore, we provide some experimental
results with the corrected degrees of freedom which show that
the corrected tests are more effective.

Our contributions: We analyze the additional chi-square
tests from the view point of the theory of the nonparametric
statistical method. We clarify the chi-square random variables
to test the independence and the goodness-of-fit for the entropy
source. We obtain that the two goodness-of-fit tests of SP
800-90B [4] are correct, but the two independence tests are
incorrect from the view point of the theory of general statistics.
In fact, we examine that there exist some defects of the degrees
of freedom in the tests of independence for binary and non-
binary data, and correct the degrees of freedom. Our results
corroborate the theoretical soundness of SP 800-90B. The
experimental results show that the additional chi-square tests
with the corrected degrees of freedom are more effective.

Organization: The rest of this paper is organized as
follows. In Section 2, we introduce the background of SP
800-90B and the additional chi-square tests. In Section 3, we
state our analysis on the degrees of freedom of additional
chi-square tests. In Section 4, we provide the experimental
results which are applied the corrected degrees of freedom
on the additional chi-square tests. Section 5 is the conclusion
of this paper.

II. ADDITIONAL CHI-SQUARE TESTS IN SP 800-90B

A. Background of SP 800-90B

SP 800-90B is the recommendation for the entropy estima-
tions of random bit generators in order to validate soundness of
the entropy sources. It is stated in SP 800-90B that an entropy
source model and evaluation methodology for the entropy
source. Since we cannot obtain an appopriate hypothesis about
the distribution of the noise source which is a component
of the entropy source model, assume the distribution of the
entropy source is unknown. Meanwhile, the entropy evaluation
is divided into two major steps. The first is to determine the
track, IID or Non-IID, and the second is to estimate the entropy
of the given source as Fig. 1. Moreover, the permutation tests
and the additional chi-square tests are used to verify the IID
assumption for the entropy source. The permutation tests are
required at least 106 samples for determining the track. If the
entropy source passes the permutation tests, the additional chi-
square tests are performed to detect the non-IID properties.

The additional chi-square tests consist of 5-test battery
which are the testing independence for non-binary data, testing
goodness-of-fit for non-binary data, testing independence for
binary data, testing goodness-of-fit for non-binary data and
length of the longest repeated substring test. We concentrate
on the first 4-test except for the length of the longest repeated
substring test in this paper.

B. Additional chi-square statistical tests

The additional chi-square tests are performed to check IID
property using the hypothesis test. The testing independence
and goodness-of-fit verify the probabilistic independence and
identicality, respectively. The probabilistic independence is
that

p(x, y) = p(x)p(y) ,

where p(x) and p(y) are the marginal distributions and p(x, y)
is the joint distribution of the two given random variables.
The test of independence is a hypothesis testing to verify the
null-hypothesis. The null hypothesis H0(I) and the alternative
hypothesis H1(I) to test the independence are as follows:

H0(I) : Each sample in the sequence is independent.
H1(I) : Each sample in the sequence is not independent.

Meanwhile, the goodness-of-fit tests verify that each subset
of the given sample has an identical distribution when dividing
the sample sequence into ten subsets. The null hypothesis
H0(G) and the alternative hypothesis H1(G) to test the
goodness-of-fit are as follows:

H0(G) : All subsets have an identical distribution.
H1(G) : All subsets have not an identical distribution.

Let S = (s1, . . . , sL) be the output sequence of an
entropy source consisting of L sample values, where each
si ∈ A = {x1, . . . , xk}, the alphabet. The additional



chi-square statistical tests are performed as follows [4]:

Algorithm 1. Testing Independence for Non-binary Data
• Input: S = (s1, . . . , sL) where ∀ si ∈ {x1, x2, ..., xk}.
• Output: Decision on the hypothesis H0(I).

1) Preparation step

a) Find the proportion pi = number of xi

L .
b) Calculate the expected number of occurrences of

possible pairs in S:

Ei,j = pipj(L− 1) .

c) Allocate the possible pairs, starting from the
smallest Ei,j , into bins. If Ei,j < 5, merge the
last two bins and let q be the number of bins
constructed after procedure.

d) Let Ei be the expected number of sample values.
2) Test step

a) For each pair (sj , sj+1), where 1 ≤ j ≤ L− 1,
count the number of observed values Oi (1 ≤
i ≤ q).

b) Calculate the test statistic:

Ti =

q∑
i=1

(Oi − Ei)
2

Ei
. (1)

c) If T > χ2
0.001(q − 1), return Fail, else return

Pass.

Algorithm 2. Testing goodness-of-fit for Non-binary Data
• Input: S = (s1, . . . , sL) where ∀ si ∈ {x1, x2, ..., xk}.
• Output: Decision on the hypothesis H0(G).

1) Preparation step
a) Let ci be the number of occurrences of xi in S,

and Ei = ci/10, for 1 ≤ i ≤ k.
b) Let List[i] be the sample value with the i-th

smallest Ei.
c) Starting from List[1], allocate the sample values

into bins. If List[i] < 5, merge the last two bins
and let q be the number of bins constructed after
procedure.

d) Let Ei be the expected number of sample values.
2) Test step

a) Partition S into 10 non-overlapping sub-
sequences of length b L

10c, set Sd is the d-th sub-
sequence of S for d = 0 to 9. If L is not a
multiple of 10, the remaining bits are not used.

b) Initialize T = 0.
c) For d = 0 to 9

i) For i = 1 to q
A) Let Oi be the number of sample values

from Bini in the data subset.
B) Calculate

T = T +
(Oi − Ei)

2

Ei
. (2)

d) If T > χ2
0.001(9(q−1)), return Fail, else return

Pass.

Algorithm 3. Testing Independence for Binary Data
• Input: S = (s1, . . . , sL), where ∀ si ∈ {0, 1}.
• Output: Decision on the hypothesis H0(I).

1) Preparation step
a) Calculate the proportion

p0 =
number of 0

L
and p1 =

number of 1

L
.

b) Find the maximum integer m such that

(p0)m >
5

L
and (p1)m >

5

L
.

c) If m > 11, then m = 11.
d) If m = 1, then the test fails.

2) Test step
a) Initialize T = 0.
b) For each possible m-bit tuple (a1, a2, ..., am)

i) Let Oi be the number of times that the
pattern (a1, a2, ..., am) occurs in S.

ii) Let w be the number of 1 in (a1, a2, ..., am).
iii) Calculate

Ei = pw1 (p0)m−w(L−m+ 1) .

iv) Calculate

T = T +
(Oi − Ei)

2

Ei
. (3)

c) If T > χ2
0.001(2m− 1), return Fail, else return

Pass.

Algorithm 4. Testing goodness-of-fit for Binary Data
• Input: S = (s1, . . . , sL) where ∀ si ∈ {0, 1}.
• Output: Decision on the hypothesis H0(G).

1) Test step
a) Let p be the proportion of ones in S:

p =
number of 1

L
.

b) Partition S into 10 non-overlapping sub-
sequences of length b L

10c, set Sd is the d-th sub-
sequence of S for d = 0 to 9. If L is not a
multiple of 10, the remaining bits are discarded.

c) Initialize T = 0.
d) Let the expected number of ones in each sub-

sequence Sd be E = pb L
10c.

e) For d = 0 to 9

i) Let O be the number of ones in Sd.
ii) Calculate

T = T +
(O − E)2

E
. (4)

f) If T > χ2
0.001(9), return Fail, else return Pass.



III. ANALYSIS ON THE DEGREES OF FREEDOM

In this section, we analyze the additional chi-square tests
in SP 800-90B [4] from the view point of the nonparametric
statistical method. We study the chi-square random variables
of Algorithm 1, 2, 3, and 4 to test the independence and the
goodness-of-fit for the output samples of the entropy source,
which is assumed that its exact probability distribution is
unknown. We concentrate on the degrees of freedom (df ) for
the chi-square random variables with unknown parameters by
using the following theorem of the general statistics [9].

Theorem 1 (Degrees of freedom with unknown parameters):
Let the possible outcomes of a certain random experiment

be decomposed into q mutually exclusive sets, say B1, B2,
. . . , Bq . Define pj = Pr[Bj ], j = 1, 2, . . . , q, and assume
that pj depends on r unknown parameters θ1, θ2, . . . , θr,
such that pj = ψj(θ1, . . . , θr), for some function ψj and for
j = 1, 2, . . . , q.

In n independent repetitions of the random experiment, let
Nj denote the number of outcomes belonging to set Bj , j =
1, 2, . . . , q, so that

∑q
j=1Nj = n. Let Θ̂1, Θ̂2, . . . , Θ̂r be

MLE(maximum likelihood estimator) of θ1, θ2, . . . , θr based
on N1, N2, . . . , Nq . Then under certain general regularity
conditions on the ψj’s, for sufficiently large n,

Q =

q∑
j=1

(Nj − Êj)
2

Êj

has a chi-square distribution with (q − 1) − r degrees of
freedom, where Êj = np̂j with p̂j = ψj(θ̂1, . . . , θ̂r), j =
1, 2, . . . , q and θ̂l is the observed value of Θ̂l, l = 1, 2, . . . , r.

Now we analyze the additional chi-square tests of Algorithm
1, 2, 3, and 4 by paying attention to Theorem 1, and use the
notation in the algorithms for a convenience:

df = # (categories)−# (unknown parameters),

where #(A) denotes the number of elements in the set A.

A. Degrees of freedom on Algorithm 1

The test statistic T of Algorithm 1 is adopted to validate
the probabilistic independence for the non-binary samples of
an entropy source. The degrees of freedom of the chi-square
random variable T are stated as q−1 in Algorithm 1. However,
it is assumed that Ei is unknown since its value is calculated
by using some parameters of the null hypothesis H0(I), which
are also unknown. In this case we have no choice but to use
an estimated value Êi from the given sample instead of the
unknown value of Ei. Thus, we need to change the test statistic
T of (1) as T̂ :

T̂ =

q∑
i=1

(Oi − Êi)
2

Êi

.

By Theorem 1, for sufficiently large number of samples, the
degrees of freedom for the chi-square random variable T̂ are
calculated as follows:

df = (q − 1)− (k − 1)

= q − k ,

where q is the number of bins and k − 1 is the number of
estimated parameters, since

∑k
i=1 Êi = n, and the value of

r in Theorem 1 is calculated as k − 1. This is not equal to
the degrees of freedom, q − 1, of Algorithm 1. Therefore we
correct the degrees of freedom for T̂ in Algorithm 1 as q−k,
where q is the number of bins and k is the number of alphabets
of sample values.

B. Degrees of freedom on Algorithm 2

The test statistic T of Algorithm 2 is adopted to validate
the goodness-of-fit for the non-binary samples of an entropy
source. The degrees of freedom of the chi-square random
variable T are stated as 9(q−1) in Algorithm 2. However, it is
assumed that Ed,i is unknown, since its value is calculated by
using some parameters of the null hypothesis H0(G), which
are also unknown. In this case we have no choice but to use
an estimated value Êd,i from the given sample instead of the
unknown value of Ed,i. Thus, we need to change the test
statistic T of (2) as T̂ :

T̂ =

9∑
d=0

q∑
i=1

(Od,i − Êd,i)
2

Êd,i

.

By Theorem 1, for sufficiently large number of samples, the
degrees of freedom for the chi-square random variable T̂ are
calculated as follows:

df = 10(q − 1)− (q − 1)

= 9(q − 1) ,

where 10 is the number of subsets and q − 1 is the number
of estimated parameters, since

∑q
i=1 Êd,i = n, and the value

of r in Theorem 1 is calculated as q − 1. This is equal to the
degrees of freedom, 9(q − 1), of Algorithm 2.

C. Degrees of freedom on Algorithm 3

The test statistic T of Algorithm 3 is adopted to validate
the probabilistic independence for the binary samples of an
entropy source. The degrees of freedom of the chi-square
random variable T are stated as 2m − 1 in Algorithm 3.
However, it is assumed that E is unknown, since its value is
calculated by using some parameters of the null hypothesis
H0(I), which are also unknown. In this case we have no
choice but to use an estimated value Ê from the given sample
instead of the unknown value of E. Thus, we need to change
the test statistic T of (3) as T̂ :

T̂ =

2m∑
i=1

(Oi − Êi)
2

Êi

.



By Theorem 1, for sufficiently large number of samples, the
degrees of freedom for the chi-square random variable T̂ are
calculated as follows:

df = (2m − 1)− (2− 1)

= 2m − 2 ,

where m is the length of a tuple and 2 − 1 is the number of
estimated parameters, since

∑2
i=1 Ê = n, and the value of

r in Theorem 1 is calculated as 2 − 1. This is not equal to
the degrees of freedom, 2m − 1, of Algorithm 3. Therefore
we correct the degrees of freedom for T̂ in Algorithm 3 as
2m−2, where m is the length of the tuple and 2 is the number
of alphabets of sample values.

D. Degrees of freedom on Algorithm 4

The test statistic T of Algorithm 4 is adopted to validate the
goodness-of-fit for the binary samples of an entropy source.
The degrees of freedom of the chi-square random variable
T are stated as 9 in Algorithm 4. However, it is assumed
that E is unknown, since its value is calculated by using
some parameters of the null hypothesis H0(G), which are
also unknown. In this case we have no choice but to use
an estimated value Ê from the given sample instead of the
unknown value of E. Thus, we need to change the test statistic
T of (4) as T̂ :

T̂ =

9∑
d=0

(Od − Êd)2

Êd

.

By Theorem 1, for sufficiently large number of samples, the
degrees of freedom for the chi-square random variable T̂ are
calculated as follows:

df = 10(2− 1)− (2− 1)

= 9 ,

where 10 is the number of subsets and 2 − 1 is the number
of estimated parameters, since

∑2
i=1 Ê = n, and the value of

r in Theorem 1 is calculated as 2 − 1. This is equal to the
degrees of freedom, 9, of Algorithm 4.

IV. EXPERIMENTAL RESULTS

We have conducted various experiments to examine the
effectiveness of the corrected degrees of freedom for the
testing independence for non-binary and binary data. To verify
our analysis results, we have used the random sequences
generated by Quantis [10], TrueRNG2 [11], Linux entropy
sources and Linux pool [12]. Moreover we have made the
random sequences that have a Non-IID properties. To manip-
ulate the Non-IID sequences, we have collected the entropy
sources at the different distributions. For example, some of
the random samples are collected from the Quantis and others
are collected from the Linux entropy sources, then the whole

sample sequences have a Non-IID properties since each sample
in the sequences is dependent and not identically distributed.

We set the significance level α are 0.001, 0.005, and 0.01,
a sample size is 8-bit and a sample length is 106 in order
to verify our results. We also use a SP 800-90B python tool
[13] given by NIST for calculating the results. The obseved
value of the test statistic for the independence in our random
sequences has been calculated as about 66278. If the obseved
value of chi-square statistic is larger than the given critical
value, the result of this test is a failure. Our experimental
results are summarized in Table 1 and Table 2. Table 1 depicts
the critical value according to α and the degrees of freedom
that are both the original value of SP 800-90B and corrected
one. Table 2 shows the test results according to α and the
degrees of freedom that are both the original value of SP 800-
90B and corrected one. Our random sequences are all passed
on SP 800-90B criterion of the testing independence. However,
it has been failed on our criterion when α is 0.01 and 0.005.
These experimental results show that the corrected degrees of
freedom is more effective to determine the IID-property.

TABLE I
CRITICAL VALUE ACCORDING TO α

Signficance level SP 800-90B df = 65535 Corrected df = 65279

α = 0.01 66380.2 66122.5

α = 0.005 66471.3 66213.5

α = 0.001 66659.5 66401.2

TABLE II
RESULTS OF THE TESTING INDEPENDENCE FOR 8-BIT SAMPLE

Signficance level SP 800-90B df = 65535 Corrected df = 65279

α = 0.01 Pass Failure

α = 0.005 Pass Failure

α = 0.001 Pass Pass

V. CONCLUSION

We have analyzed the additional chi-square statistical tests
of SP 800-90B from the view point of the nonparametric
statistical method. Since the probability distribution of an
entropy source is unknown, we have recognized that the
degrees of freedom for the chi-square random variables to
test the IID assumption should be carefully calculated, where
some unknown parameters are exist. We have obtained that the
two goodness-of-fit tests of SP 800-90B are correct, however
the two independence tests are incorrect. In fact, we have
examined that there exist some defects of the degrees of
freedom in the tests of independence for binary and non-binary
data, and corrected the degrees of freedom. The results of our
analysis corroborate the theoretical soundness of SP 800-90B.
We also have provided some experimental results with the
corrected degrees of freedom, which show that the corrected
tests are more effective. For future work, we are planning to



study an additional elaborated analysis for the probabilistic
and statistical background of SP 800-90B, and propose a new
nonparametric statistical method to test the IID assumption.
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