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Abstract—Recent advances in brain-computer interfaces (BCI)
have enabled them as affordable consumer-grade devices for
non-medical purposes such as academic research, marketing,
and entertainment. We report on the possibility of using
BCIs to classify passwords into two classes—one class may be
deemed as memorable and the other one as non-memorable—
based on electroencephalogram (EEG) potentials collected by
the BCI upon presenting the passwords to human partici-
pants. The memorable set consists of the most commonly used
passwords, also known as “worst passwords lists”, while the
non-memorable set consists of randomly generated strings of
characters, symbols and numbers. When classifying passwords
as memorable vs. non-memorable, a classification accuracy of
76.5% was achieved. We found a positive correlation between
password EEG features and password recall. We also report
on users’ choice of passwords, where 74% of participants were
found to inadvertently choose the password with higher elicited
voltage, when presented with two passwords to choose from.

1. Introduction

Text passwords are considered the most common method
of authentication despite major concerns about this method
and a large number of proposals to replace it. Text passwords
persist to exist and dominate authentication systems. One of
the concerns of using text passwords is the compromise of
security for usability [1]. A strong password that is less
prone to being compromised is perceived to be less usable
by ordinary users, who find themselves adapting differ-
ent techniques to overcome this shortage, such as writing
the password, reusing it, or having to reset the password
multiple times. In our research, we want to investigate
if the usability of text passwords can be improved while
maintaining an acceptable level of security.

Many password studies recommend different methods
to help increase the security of passwords, for example:
proposing methods to influence users in creating more se-
cure passwords [2], user security training [3], and imple-
menting password policies that prevent users from using
common words and repeated patterns [4]. Some of the
approaches burden the user who resorts to different coping
techniques (see e.g., [2]). We wanted to take a different

approach. It’s known that users create weak passwords so
they can remember them, so we wanted to help users decide
on the password memorability early on during password
creation. Our research investigates using off-the-shelf brain-
computer interfaces (BCIs) to extract password features
at the time of creation, which may help users choose a
more memorable password without having to sacrifice the
password strength.

The research questions under investigation are:
(1) Is it possible to detect a difference in electroen-

cephalogram (EEG) signals elicited when studying different
types of passwords using consumer-grade BCIs? Does that
difference translate into attributes that can be used to classify
one password as more memorable than another?

Hypothesis 1 (H1): There exist EEG attributes when
studying passwords that enable a machine learning classifier
to correctly classify the password category with acceptable
accuracy.

(2) If passwords can be classified, can the classification
information be used to predict short-term and long-term
memorability for new passwords?

Hypothesis 2 (H2): Based on the EEG attributes of a
password, we can predict if a specific password has a higher
chance of being memorable to a user.

Contribution: To the best of our knowledge we are the
first to design and test an effective password memorability
meter based on EEG data collected through a BCI. Our
findings suggest that the human brain may give us clues as
to how memorable a password will be for this individual.

2. Related Work

Despite the many benefits password authentication of-
fers, the need to remember multiple passwords is a short-
coming that often results in a trade-off between security
and memorability, such as creating poor-quality passwords.
It has been shown that users tend to choose easier-to-
remember passwords that include names, short words, dates,
and patterns resulting in easier to guess passwords [1], [5],
[6], [7], [8].

Text passwords are purely memory-based and human
memory has limited temporal capacity. In 1956, Miller
[9] published his research, which became to be known



as Miller’s Law, that argued that the human brain has a
short term memory span of seven plus or minus two items.
Memory span is defined as the longest list of items that a
person can repeat back in correct order immediately after
presentation on 50% of all trials. Later research challenged
the magic number seven and claimed memory span is not
constant. Other factors were found to impact the memory
span such as the category and the characteristics of the
items. For example, Baddeley et al. [10] found memory span
to be inversely related to word length. Gregg [11] found
words with higher frequency have a higher memory span
than those of low frequency, which helps explain why users
choose to create shorter passwords with words known to
them.

Some research works investigated the use of EEG to
predict recognition of studied words and pictures. A number
of studies showed a difference in elicited event related po-
tentials (ERP) for objects that are recognized versus objects
that are not recognized. Sanquist et al. [12] used EEG to
study ERPs in brainwaves for two tasks: a judgment task and
a recognition task. In the judgment task, participants were
presented with a pair of words, and were asked to judge if
the paired words were the same or different based on criteria
provided to them. In the recognition task, participants were
presented with a number of words, a part of which they
have already studied in the judgment task. They were asked
to report if they recognize the words presented. All words
studied were high frequency words. Their findings suggest
that the ERP components have specific characteristics based
on the stimuli’s subsequent recognizability. Items that were
recognized showed more positive slow waves and larger
late positive ERP components than the items that were not
recognized.

Friedman and Trott [13] used ERPs to study memory
encoding in young and old adults. They asked subjects to
study two lists of sentences. Each sentence contained two
unassociated nouns and was preceded by the phrase List 1
or List 2. After the study of the two lists, pairs of nouns
were presented and subjects were asked to make judgments
regarding their old/new status; whether they “know” or
“remember” the pair of words; and if the item was from
List 1 or List 2. They observed larger positive ERPs for
the subsequently remembered items than those for both
subsequently known or subsequently missed items.

Paller et al. [14] recorded EEG for 10 subjects while
they were studying 10 word lists. Subjects were asked to
judge words as interesting/uninteresting or edible/inedible
(e.g. Apple is edible) based on the task assigned to them.
Next subjects were assigned a distraction task, and when
the task was completed, they were asked to perform a free
recall of the studied words. After a second distraction task,
subjects were asked to perform a recognition test for the
studied words. The study found ERPs elicited by words
recalled during the recall test had higher voltages than ERPs
elicited by words not recalled.

Nie et al. [15] used ERPs to compare memory recog-
nition of faces versus words and found that words are
similar to faces, and that any detected difference is affected

by whether there is a previous representation in long-term
memory and not whether the stimulus involves letters or
faces.

Other studies found evidence that brain activity pre-
ceding the presentation of a stimulus can contribute to
subsequent memory encoding. Noh et al. [16] studied EEG
recordings collected from subjects studying the pictures of
cars and birds. In the recognition task, participants were
asked to judge if they studied the presented picture or not.
The researchers observed that the pre-stimulus information
between -300 ms and 0 ms, and the during-stimulus in-
formation between 1000 ms and 1400 ms after stimulus
onset distinguished between recollection and familiarity. The
during-stimulus distinguishing information occurred in the
alpha band (7–12 Hz).

To the best of our knowledge, there has been no study
using EEGs to classify passwords or predict password mem-
orability reported in the literature.

3. Methodology

We designed an experiment to measure and collect data
to test different parts of the two hypotheses from Section 1.
To test if classification can be used to predict long-term
memorability (H1), we used the multi-store memory model
proposed by Atkinson and Shiffrin [17]. In this model,
memory is divided into three structural components: the
sensory register, the short-term store, and the long-term
store.
The sensory register is composed of multiple registers, one
register for each sense (sight, hearing, taste, smell, and
touch). Once information is presented to the subject through
a sensory register, it is kept there for a very brief period
of time. Atkinson and Shiffrin use visual information as
a prime example of this register. When attention is given
to the sensory registers, the information is copied from
them to the short-term store. Otherwise, when there is no
attention, the information decays within a very short period
of time and is forgotten. The period of time sensory registers
can keep information depends on which sense received the
information. It’s believed that the visual sensor register
keeps the information for up to 1 second [18].

The short-term store is also referred to as short-term
memory. When an individual pays attention to the informa-
tion received through sensory registers, the information is
transferred to the short-term store, where it also decays and
is forgotten in a similar way to what happens to information
in the sensory register. However short-term memory store
has a longer retention period for information than that
of sensory register. Atkinson and Shiffrin suggested that
information is lost within a period of about 30 seconds. In
this model, the short-term store is designated as a rehearsal
buffer, where by attending to the information that is being
stored in the short-term store, it can be kept for longer
periods of time. By rehearsing the information, it is then
moved to the long-term store.

The long-term store which is also referred to as long-
term memory, is believed to be a relatively permanent



repository. The amount of information that is transferred
from the short-term store to the long-term store is a function
of control processes. The more attention is paid to the item
in short-term memory, the stronger it exists in long-term
memory. Long-term memory is assumed to have no limit in
terms of duration and capacity in this model, however there
are reasons for information to decay in this store. Figure 1
summarizes the capacity and duration of each memory store.

Figure 1: Multi-store memory model with capacity and
duration of each store, adapted from [9], [17], [19].

It’s worth noting, that the multi-store memory model
was criticized for a number of reasons, such as: dissociation
between the time that an item resides in short-term store
and the strength of the trace in the long-term store, and the
recency effects observed in situations where short-term store
does not play any role [20].

The study was designed to test hypotheses H1 and H2
in the same experiment, so we will clarify where each
hypothesis is tested during the experiment. The study design
was as follows:

H1: To test if it is possible to detect a difference in EEG
signals elicited when studying different types of passwords
using a consumer-grade BCI, and to investigate if that
difference is distinctive enough to translate into attributes
that can be used to classify a password as more memorable,
EEG recordings were collected from participants while they
were presented with two known categories of passwords:
memorable and non-memorable (see Section 3.1). Classi-
fication was then conducted based on memorable and non-
memorable labels to test if a classifier can predict a password
with an unknown label as memorable or non-memorable.

H2: To test for short-term memorability, participants
were asked to study passwords from the two categories
(listed above) alternatively and to try to memorize them.
They were then asked to recall the passwords they studied by
typing them in a text box in the next screen. Each password
was presented for a period of 10 seconds to make sure
the item is moved from the sensory registry to short-term
memory, and that the recall is done within the time span
the item stays in the short-term memory (which is up to 30
seconds).

To allow us to test recall from long-term memory, par-
ticipants were asked to choose a password generated from
the seed they provided on Day 1, which they were asked
to rehearse and memorize. A rehearsing tool was presented
to the participants, which will be described in details in
Section 3.3. Participants were asked to come back to the
lab for a recall of the assigned password on Day 2 and on
Day 8. In summary, H2 was tested as follows:

Test recall from short-term memory: Passwords were
presented to participants for a period of 10 seconds, then
participants were asked to perform an immediate recall of
the password after presentation.

Test long-term memorability: We tested long-term mem-
orability over a period of 24–48 hours where participants
were asked to come back to the lab to do a password
recall. This period of time is common and has been used
by password user studies in the field [21], [22], [23]. Long-
term memorability was also tested over the period of 8–9
days.

The Emotiv EPOC headset [24] was used for data cap-
ture, which records data at 128 Hz. The EPOC BCI device is
a consumer-grade EEG headset and has 14 electrodes (AF3,
F7, F3, FC5, T7, P7, O1, O2, P8, T8, FC6, F4, F8, and
AF4), all located according to the Modified Combinatorial
Nomenclature (MCN) naming system, which is based on
the international 10-20 system for EEG electrode positioning
[25]. An in-house application was built using C# and Visual
Studio to accommodate our needs in the experiment.

A detailed description for the sessions conducted on
Days 1, 2, and 8 is listed in Section 3.3.

3.1. Password Lists

The first list consisted of the most commonly used
passwords in the past five years. We composed this list
from the yearly published “Worst Passwords of (year)” for
the years 2015, 2014, 2013, 2012, and 2011, published by
SplashData [26], an organization specializing in password
management applications. The annual list consists of the
most common 25 passwords compiled from millions of
passwords that were compromised and leaked during the
year, and is referred to as the worst 25 passwords of that
year. The list each year shows a large number of common
passwords that are reused from the year before. In our list we
removed the recurring passwords in the recent five years, and
ended up with 48 unique passwords out of the 125 published
passwords. The list of those 48 passwords will be referred
to as “common” list. These passwords are considered weak
passwords because when a password database is leaked, the
passwords are used to train password guessing tools, which
makes these passwords easy and fast to crack, thus the name
“Worst passwords”. Table 1 shows the “common” passwords
list that was consolidated. Note that many of the passwords
listed in the table are dictionary words commonly used in the
English language, thus easy to remember. Other passwords
listed are easy to remember due to their letters and numbers’
adjacent location on the keyboard.

We created the second list using an online password
generation tool called “Secure Password Generator” [27]. To
match the same number of passwords in the “common” list,
48 random passwords were generated; each was eight char-
acters long and included lowercase characters, uppercase
characters, symbols, and numbers. These rules were chosen
to create the random passwords as they are common and
widely used. Characters and digits that are easily mistaken
for each other were excluded, such as ‘1’ (the digit one)



TABLE 1: The “common” passwords list.

123456 password 12345678 qwerty 12345
123456789 football 1234 1234567 baseball
welcome 1234567890 abc123 111111 1qaz2wsx
dragon master monkey letmein login

princess qwertyuiop solo passw0rd starwars
mustang access shadow michael superman
696969 123123 batman trustno1 iloveyou

adobe123 admin photoshop sunshine password1
azerty 000000 ashley jesus ninja
bailey 654321 qazwsx

TABLE 2: The “random” passwords list.

dz9?W8jp Ss9%y-S! K8V#eMDE 23sC#hqz t3 KjbH
eDJ%2rkN WVzG&h7e d9HimiˆF IQp%794+ v8J!7#R%
2%bFCg6a *&@2V v7 TqAb2!TU 8n+hY9kc XQ5qta-
Bf@=J6z+ 36rmp&N7 VPu8#f-7 z?Hm ˆ9X d2x$S*Z5
95–DrhM! 9Hwdj9*K 3#!dhXxP 2!Hp2pQj C3&bˆEPp
N+ay9#cv Mp8n%S5x INHmˆ4it 6x7wTb-z aYQ 9k7M
ˆhF36efG Y2sVNa*= 36I!f$rD Vu2fp=84 stVU&4sT

UG5f&2i= 6Wy9fX+R fY7-d@pT Mˆ5He%e$ Cd2 KV6r
d#E9S5Lf &8nzyFRQ bP+2ayˆB sBZ-2=QU D36EZ—qc

4xE@JwA9 56D**MjD Jf-2Z*9I

and ‘l’ (lowercase L). And because participants will use the
computer in the lab and not their own computers, characters
that may have different locations on a keyboard based on
the keyboard layout were excluded. This is based on a pilot
study we did where participants found it difficult to locate
some of these characters (e.g. { } [ ] ( ) /\’ ” ‘ ˜, ; : . <>).
This list will be referred to as the “random” list. Table 2
shows the “random” passwords list.

These two opposing lists were chosen in order to simu-
late very easy-to-remember and very difficult-to-remember
passwords. We anticipated that the difference in recall of
the two lists would be noticeable, so we wanted to study
the brain signals associated with these two categories as a
validation to the idea being investigated as well as a baseline.

3.2. Subjects

We recruited 19 volunteers to participate through a
university-wide email advertisement: 8 females and 11
males. Volunteers were undergraduate students and ranged
in age from 18 to 30 years with an average age of 21.5
and standard deviation of 2.0. All participants had normal
or corrected-to-normal vision, and had no history of neu-
rological or mental disorders. When asked on a scale of
1 (novice) to 5 (expert), “how would you rate yourself
with respect to your computer skills?” 52% of participants
answered 4, whereas 24% rated their computer skills as 5
and 24% as 3. When asked how often they use the Internet,
45% of participants replied they are connected on-line most
of the time, 35% reported they are not always connected
but more than 5 times a day, 17% connect between 2 to
5 times a day, and 3% reported to connect once a day.
Upon arrival for the experiment subjects signed an informed
consent form in accordance with procedures approved by
our University’s Research Ethics Board. Participants were

Figure 2: Instructions to study and recall passwords appear-
ing on the screen.

compensated with $10 for their participation, distributed
over the three sessions.

3.3. Experiment Procedure

The experiment was held in a lab environment, par-
ticipants filled a short pre-study questionnaire to collect
demographical information. The BCI headset was then fitted
to the participants, and they were asked to look at a 17-
inch monitor about 50 cm in front of them. The experiment
consisted of three sessions distributed over three days.

Day 1: On the first day (Session 1) subjects were asked
to provide a word that is a minimum of 4 characters and
a maximum of 8 characters, which will be used as a seed
word to create a password for the study (H2). This seed
word is referred to as PWDSEED.

Next, the participants were asked to study and recall a
number of passwords that appeared on the screen as per the
instructions of Figure 2. A total of 50 passwords appeared
on the screen, 48 passwords of which were from the two
password lists “common” and “random” (H1), whereas two
passwords were based on the seed word provided earlier by
the user (H2). Participants were presented with 48 passwords
divided equally and alternatively between the “common” list
and the “random” list, with each password appearing on the
screen for a period of 10 seconds. All passwords appeared
in black on a white background and were centered in the
middle of the screen. The password would then disappear
and a screen with an empty text box was presented where
participants were given unlimited time to type the password
they just saw. When done, they were asked to hit the Enter
key, and a password from the “random” list appeared fol-
lowing the same procedure. EEG data was recorded during
the whole experiment (see Section 4.1).

During the presentation of the passwords to the par-
ticipant, two passwords were generated based on the seed
word provided by the participant (H2). These two password
candidates are referred to as Password Candidate 1 (PWC1),
and Password Candidate 2 (PWC2). The rules used to derive
these two passwords resemble a method created by Forget et
al. [2], where the Persuasive Text Passwords (PTP) system
they created uses a replace-2 and an insert-2 rules (among
other rules) to modify characters in the user’s chosen pass-
word. Our derivation rules are not identical to the rules used



TABLE 3: Examples of PWC1 and PWC2 along with their
Entropy estimates

PWDSEED Entropy PWC1 Entropy PWC2 Entropy
test 5.08 teS+72 21.81 t3$T78 20.22

march 11.29 m@r(H53 26.43 1M@rcH6 24.32
spider 7.10 37$PIdEr 25.24 sP1D3r20 23.47

in PTP, but rely on the same principle. The derivation rules
used were as follows:
Capitalize: Every letter in the seed word has a one of three
chance of being capitalized. This rule is applied to all seed
words.
Replace: If the seed word has any of the following charac-
ters: “a”,“e”,“s”,“t”,“c”,“h”,“o” and “i”, then each of these
characters has a 30% chance of being substituted with one of
the following characters: “@”,“3”,“$”,“+”,“(”,“#”,“0” and
“1” respectively.
Insert: If the seed word length is between 4 and 6 char-
acters, then insert 2 more random numbers to bring the
password length to 6-8 characters. These 2 random numbers
can be inserted both at the beginning or at the end of the
seed word. They can also be added one number at the
beginning and one number at the end of the seed word. If
the seed word length is 7 characters, insert 1 more random
number following the same pattern. All possible insertions
have equal chances and are performed randomly.

Table 3 shows examples of PWC1 and PWC2 created
from given seed words, along with their entropy as com-
puted by zxcvbn [28] to estimate the strength of each
password. While our password derivation rules were rather
simple, they increased the seed password entropy signifi-
cantly.

Note that these seed words shown in this paper are cre-
ated by the researchers for illustration purposes only, since
most of the seed words provided by participants contained
identifiable information.

PWC1 and PWC2 were inserted back into the passwords
list. PWC1 was inserted in the 8th position and PWC2 was
inserted in the 18th position. The 8th location was chosen
to introduce the first password candidate, to ensure the par-
ticipant got comfortable with the task at hand. The second
password candidate was introduced in the 18th position, for
two reasons. First, to allow enough space for the decay of
the first password candidate, in case the participant noticed
the encoding of the PWDSEED. Second, to avoid presenting
the second password candidate toward the end of the list, as
the participant may start experiencing fatigue going through
the 50 passwords.

EEG signals were recorded for PWC1 and PWC2 the
same way they were recorded for the other 48 passwords.
By the end of this session, subjects were shown the two
passwords (PWC1 and PWC2) and were asked to choose a
password that would be used during the study. The password
chosen by the participant is referred to as PWDCH.

Once the participant chose a password, they were redi-
rected to a screen where they were asked to rehearse the
password until they felt they memorized it. Participants had
the option to hide the password from the screen and practice

Figure 3: Summary of user study procedure for Day 1.

entering the password. The rehearsal tool gave feedback as
“Correct” or “Incorrect” when the password was entered.
Figure 3 summarizes the experiment procedure done on
Day 1.

Day 2: On the second day (Session 2), participants were
asked to return to the lab. At the beginning of the session
they were asked to use the password they chose on Day 1
to login to the study. They were given the option to see
the password after the third trial and were also given the
option to practice the password if they failed to enter it three
times. Next, participants were shown another 20 passwords
alternatively picked from the “common” and “random” lists
for 10 seconds each and following the same protocol as
Day 1. For days 2 and 8, a 24-hour flexibility window
was allowed to accommodate participants’ schedules, so
participants were asked to choose a time to return within
a 24–48 hour window for Day 2 and Day 8.

Day 8: On the eighth day (Session 3), subjects returned
to the lab one week after Day 1, and were asked to recall
the password they chose on Day 1. Next, they filled a post-
study questionnaire, where participants were explicitly asked
if they wrote the password during the study, and encouraged
to answer truthfully: “Did you, at any time during the study,
write down or record your password in any way? Please be
honest in your answer - it’s OK if you did.” The answers
were used to exclude participants who answered “Yes” to
this questions from recall data analysis (four participants
answered ”Yes”, see Section 4.1).



4. Results and Analysis

4.1. Data Pre-Processing

The raw data consists of voltage signals collected from
participants using the BCI electrodes, which are referred
to as channels. Using our custom application, a marker
was placed in the data at the exact time the stimulus (the
password) was presented to the participant. The markers
have different unique values to differentiate between random
passwords, common passwords, PWC1, and PWC2.

EEG data was recorded during the complete period
of the experiment, then raw data of 1000 ms after the
onset of each stimulus was extracted. Prior to analysis,
raw data was pre-processed to remove artifacts that are
caused by movement and blinking. Artifacts have two main
sources. The first source is physiological artifacts, which
include muscle activity, eye movement, and blinks. The
second source is external artifacts, such as movement of
an electrode due to headset movement, line noise, and head
swaying and swinging. To minimize artifacts at recording
time, participants were asked to avoid movement as much
as possible.

For data pre-processing and analysis we chose to use
EEGLAB, a MATLAB toolbox, because of its rich libraries
and wide range of functions.

All the 19 participants who completed Session 1 on
Day 1, returned back and completed Session 2 on Day 2.
However only 14 participants returned back to complete
Session 3 on Day 8.

During data preprocessing for classification (H1), we
used the EEG data collected from the 19 participants on
Day 1, and for Session 2 we ended up with EEG data
from 18 participants due to poor data quality for one of
the participants. Data used for classification was the EEG
data collected on Day 1 and Day 2. No classification tasks
were done on Day 3. The number of passwords used for
classification was 912 passwords from Day 1 (48 passwords
per participant for 19 participants), and 360 passwords from
Day 2 (20 passwords per participant for 18 participants).
This resulted in data for a total number of 1,272 passwords
to classify “random” vs. “common”.

To prepare data for analysis, a band-pass filter of 0.5–12
Hz was applied, as recommended by Suppes and Han [29]
and Farquhar et al. [30]. This filters the data to the alpha
waves, and also removes other kind of noise that could be
caused by the power line frequency. Next, an amplitude
filter was applied, the EEG raw data was filtered with a
voltage cut-off value of ±50 µV. This resulted in a removal
of 266 passwords from the 1,272 passwords considered for
classification: 188 passwords were removed from Day 1
data, and 78 passwords were removed from Day 2 data. The
number of remaining passwords used for classification after
processing was 1,006 passwords. Classification was done
individually per participant.

Next an Independent Component Analysis (ICA) spatial
filtering was applied to maximize signal-to-noise ratios. ICA
is a linear decomposition method and is commonly used to

TABLE 4: Number of passwords and participants used in
each analysis category.

Analysis Day 1 Day 2 Day 8 Total #
of Passwords

H1: Usable EEG data for 724 Passwords 282 Passwords - 1,006
password classification (EEG) (19 Participants) (18 Participants) -

H2: Usable data for Recall (Boolean):

Immediate Recall 912 Passwords 380 Passwords - 1,292
(19 Participant) (19 Participants) -

Long Term 24-48 Hours Recall - 15 Passwords - All
- (15 Participants) -

Long Term 8-9 Days Recall - - 10 Passwords All
- - (10 Participants)

identify and cancel eye blinking and movement artifacts.
When implemented, it decomposes the EEG raw data into
signals filtered from the channel data with the time of each
activity.

ICA produced 14 signal components (equal to the num-
ber of channels fed in) for each password, which were visu-
ally inspected to remove the ones that indicated artifacts. Of
these possibilities, components that are concentrated in sen-
sors towards the front of the head are selected to be removed
first, as these are most likely blinks or eye movements. Sig-
nals that have high activity concentration in a single location
(typically spiking in two or three sensors) are also flagged
for removal, as these are most likely muscle movements.
An average of 6 signal components per participant’s entire
recording were removed. Next, Epochs were extracted, from
0 ms to 1000 ms after each stimulus’ onset and were sorted
by stimulus type, so “common” passwords and “random”
passwords had separate files. Also PWC1 and PWC2 had
separate files. Sorting was done using the markers sent over
the serial port to the EEG recording application. Finally the
data was averaged over multiple trials for the same stimulus
category for the same subject. No data was averaged across
participants during pre-processing and classification.

For the recall data (H2), the number of passwords in the
analysis was not related to the EEG recordings. The number
of passwords used was as follows:

– Immediate recall of “common” and “random” pass-
words within 10 seconds: 1,292 passwords (68 pass-
words per participant for 19 participants). Note that
recall data was Boolean data (1-Correct Recall, 0-
Incorrect Recall) recorded by our application, and
was usable data regardless of the EEG signals
recording.

– Long-term memorability over the period 24–48
hours: 15 passwords (19 participants minus four
participants who reported writing their password).

– Long-term memorability over the period 8–9 days:
10 passwords (14 returning participants minus four
participants who reported writing their password).

Table 4 summarizes the number of passwords used,
and the number of participants whose data is used in each
analysis category.



Figure 4: Grand average of the “common” and “random”
elicited EEG signal, and the difference between the two
categories.

4.2. Password Classification

First, we looked at the collected signal voltages. The
average data for each class of passwords was calculated as
the mean amplitude over one second window. This allowed
us to determine if there is a human-visible difference to
begin with before further analyzing the data. The grand
average of elicited EEG signals per stimulus type is shown in
Figure 4. The result showed a distinction between the EEG
signals elicited when the subjects saw “common” passwords
and when they saw “random” passwords. Signals produced
from “random” passwords were, in general, lower in voltage
than those from “common” passwords. These EEG signal
averages are done for all the common passwords shown to
the subjects and the same for all the random passwords.
Similar signal characteristics were seen in individual pass-
word pairs per participant. Although there was a general
pattern of differentiation across participants, it was not the
same for every subject. This finding is in-line with the
literature, when considering the recall results of “random”
vs. “common” passwords shown in Table 6. Passwords that
were recalled elicited higher voltages than passwords that
were not recalled.

To find out if a machine learning classifier could detect
the difference between “random” and “common” passwords
based on the EEG signals, we used a Support Vector Ma-
chine (SVM). SVM is a powerful machine learning algo-
rithm and commonly used in classifying EEG signals [31],
[32], [33]. In our dataset, each data point is a voltage reading
recorded upon presenting a stimulus to the subject. The
collected data points have known labels of “common” and
“random”.

The data was divided into two sets: a training dataset of
two thirds of the data using a 5-fold cross validation, and a
testing dataset of one third of the data. The following terms
were defined for the classifier in order to calculate Recall,
Precision, Accuracy, and F-score:

TABLE 5: Recall, Precision, Accuracy, and F-Score of the
SVM when averaging all the sensors.

Subject ID Recall Precision Accuracy F-Score
01 1 1 1 1
02 1 0.857 0.909 0.923
03 0.5 1 0.727 0.666
04 1 1 1 1
05 0.166 0.333 0.363 0.222
06 0.833 0.833 0.818 0.833
07 0.5 0.75 0.636 0.6
08 0.5 0.75 0.636 0.6
09 1 0.666 0.727 0.8
10 0.833 0.833 0.818 0.833
11 1 0.666 0.727 0.8
12 0.833 0.555 0.545 0.666
13 0.5 0.75 0.636 0.6
14 0.666 0.8 0.727 0.727
15 1 1 1 1
16 0.666 0.571 0.545 0.615
17 1 1 1 1
18 1 0.857 0.909 0.923
19 0.666 1 0.818 0.8

Average 0.771 0.801 0.765 0.769

– True Positive (tp): A “common” password correctly
classified as a “common” password.

– True Negative (tn): A “random” password correctly
classified as a “random” password.

– False Positive (fp): A “random” password incorrectly
classified as a “common” password.

– False Negative (fn): A “common” password incor-
rectly classified as a “random” password.

Table 5 gives the Recall, Precision, Accuracy, and F-
score values obtained from the classifier for all participants.
An average accuracy of 76.5% was achieved, with an aver-
age F-score of 0.76. As seen on the table, high accuracy was
present for most of the participants. If we exclude participant
# 05, the average F-score rises to 0.80 with an average
accuracy of 78.7%.

4.3. Password Recall

In the experiment, participants did an immediate recall
for the passwords they saw. They also did a long-term recall
for the study password they chose over the periods of 24–48
hours and 8–9 days. In the post-questionnaire participants
were asked if they wrote their password anytime during the
study. Four participants answered yes, so we removed their
data from any of the Day 2 and Day 8 password recall
analysis discussed below.

4.3.1. Immediate Password Recall. The results shown in
Table 6 are for the successful immediate recall on Day 1.
The percentages are by password category per subject. As
noted the password recall for the “common” category are
higher than those for the “random” category. These results
are expected as random passwords are harder to recall even
momentarily.

The results shown in Table 6 are expected, due to the
human memory limitation of recalling random characters.
However, we found an interesting correlation between the



TABLE 6: Immediate recall success percentage for pass-
words by category type - Day 1.

Subject “common” “random” Subject “common” “random”
ID passwords passwords ID passwords passwords
01 100% 30% 11 100% 36%
02 100% 18% 12 94% 0%
03 97% 21% 13 97% 48%
04 97% 12% 14 100% 43%
05 97% 27% 15 94% 9%
06 97% 30% 16 100% 36%
07 97% 15% 17 91% 9%
08 97% 3% 18 100% 15%
09 91% 3% 19 97% 15%
10 97% 12%

EEG readings of the random passwords that were recalled
correctly and the random passwords that were not recalled
correctly. It was noticed that the EEG readings of the
random passwords that were recalled correctly were higher
than the ones that weren’t recalled. This is in-line with our
findings that the EEG elicited for the “common” passwords
were higher than those elicited for the “random” passwords.

4.3.2. Long-term Password Recall. Next we analyzed the
recall data collected for PWC1 and PWC2 during first
presentation on Day 1, and later on Day 2 and Day 8. We
started by testing the similarity of the EEG characteristics
between PWC1 and PWC2 pair per participant. The radial
basis function kernel K was used to test for similarity, with a
γ value of 0.00005. See Equation 1, where PWC1EEG and
PWC2EEG are the voltage values of corresponding EEG
signals for PWC1 and PWC2.

K(PWC1, PWC2) = exp(−γ ‖PWC1EEG − PWC2EEG‖2)
(1)

Based on the EEG mean value of PWC1 and PWC2,
we identified which password of the pair had a higher
EEG mean value, and which password of the pair had a
lower EEG mean value. Table 7 shows the results for the
immediate recall for PWC1 and PWC2 on Day 1, along
with the password chosen by the user at the end of Day 1,
and similarity test score. When the password chosen by
the participant is the password candidate with higher mean
amplitude, it is marked with a *. The Table is sorted by
similarity score. It is worth noting here that around 74% of
the participants chose the password with the higher EEG
readings.

To test for correlation of passwords’ EEG and long-
term recall we ran two Pearson correlation tests: First, test
the correlation between the password EEG data and the
participant success in recalling the password. We run the test
for both Day 2 and Day 8 for all participants who completed
the session on each day (excluding participants who reported
writing the passwords). Second, test the correlation between
the password EEG data and the number of attempts it took
the user to recall the password correctly. The number of
attempts was set to 1, 2, and 3 when the participant authen-
ticated successfully on the first attempt, second attempt, and
third attempt respectively. If the participant didn’t recall the
password successfully, the number of attempts was set to 5.

TABLE 7: PWC1 and PWC2 successful recall results on
Day 1, chosen password, and similarity score. (* indicates
the password chosen was the one with higher EEG mean)

Subject PWC1 recall PWC2 recall PWDCH Similarity
ID on Day 1 on Day 1 Score
08 Yes Yes PWC1* 0.000

11 Yes No PWC2* 0.000

01 Yes Yes PWC2* 0.000

10 No No PWC1 0.000

02 No No PWC1 0.096

19 No No PWC2 0.321

15 No Yes PWC2* 0.614

06 Yes Yes PWC1* 0.622

03 Yes Yes PWC2 0.639

07 No Yes PWC2 0.648

14 No Yes PWC2* 0.762

16 Yes No PWC2* 0.773

09 Yes Yes PWC2* 0.853

04 Yes Yes PWC1* 0.880

13 Yes Yes PWC2* 0.915

18 Yes No PWC2* 0.917

05 Yes Yes PWC1* 0.938

17 Yes Yes PWC1* 0.945

12 No No PWC1* 0.9788

TABLE 8: Pearson Correlation Coefficient.

Day 2 Day 8

EEG Mean vs. Correct Recall .375 .321

EEG Mean vs. # of Attempts -.356 -.526

Table 8 shows the results of the Pearson Correlation test.
A positive correlation was found between the mean EEG
signal and the successful recall on both Days 2 and 8, though
the correlation weakens on Day 8. A negative correlation
with the number of attempts was noticed on Day 2 and
Day 8.

5. Discussion

In this experiment we investigated if text passwords
can be classified as being more or less memorable based
on their EEG characteristics. We found that known easy-
to-remember and hard-to-remember passwords have distin-
guishable EEG features that can be used to classify these
passwords with an average accuracy of 76.5%. We also
investigated if the passwords’ EEG features can be used to
predict password recall from short-term memory and long-
term memory.

We found that during short-term memory recall for
random passwords, participants were able to successfully
recall passwords with higher EEG amplitudes than those of
lower amplitudes. This was true not only when comparing
“common” to “random” passwords, but also within the “ran-
dom” passwords category. Random passwords with higher
EEG signals had a higher chance of being recalled than
random passwords with lower EEG signals.

With regard to long-term memory recall for the period
24–48 hours, we found a positive correlation of 0.375
between the EEG amplitudes and the correct recall of the



user password, implying that the higher the EEG amplitude
elicited for the password, the higher the chance of recalling
it. The critical value of significance for a two-tailed test,
where p=.10 and N=15 (our sample size for this test), is
.41. Although the correlation found is near in value to the
significance level, it is not significant in the sample size we
have.

Our findings for correlation between long-term memory
of 8–9 days and EEG amplitudes were not as strong due
to the sample size getting smaller by Day 8. A correlation
of .321 on Day 8 was found. Again, the critical value of
significance for a two-tailed test, where p=.10 and N=10 (our
sample size for this test), is .49. As a result the correlation
can’t be considered significant.

Nevertheless, we found a negative correlation of -.356
on Day 2 between the EEG amplitudes and the number
of attempts the participant tried before successfully logging
to the study. This negative correlation got stronger with a
longer time period, resulting in a negative correlation value
of -.526 on Day 8. This value of -.526 is significant and
is higher than the cut off value of .49 significance level for
this test. This correlation implies the higher the average EEG
amplitude is produced by a password, the less the number
of attempts to recall it.

5.1. Ecological Validity and Limitations

Our main limitation is that passwords created or assigned
during password studies don’t carry importance for the
participants. A password created for the purpose of a study
doesn’t guard any information of value to the user and is not
needed to access information. Hence, users may not put a
lot of effort in memorizing it and sometimes choose to write
it instead. This is a known limitation of password studies
that some researchers try to avoid by asking the users to
complete different tasks when they login to a study system.
This mitigation strategy wasn’t used in our experiment,
because our study system was in the lab and couldn’t be
logged-in remotely in order to have users complete different
tasks and keep them motivated to remember the password.
This strategy couldn’t be used in the lab either because we
were recording EEG signals for specific tasks designed in
the study.

The sample size was also a limitation in the recall
analysis. 14 subjects finished the three sessions of the ex-
periment, thus affecting statistical analyses. However, this
only affected the long-term memorability study, not the
classification of “common” vs. “random” or the short-term
memorability study. Also in studying memorability age can
be a deciding factor, however this was not within the scope
of our study.

The features set used in the analysis could have used
some improvement. For example, adding the meta features
may have improved the classification results. Since partici-
pants focus at the beginning of the session may be higher
than near the end, where they may have become tired and
less attentive. Also alternating passwords from the two lists
could have had an order effect.

Some other limitations were related to the BCI headset
itself. The fitting of wet sensors can sometimes be uncom-
fortable, making it not practical for user applications. Using
wet-sensor headset in a study is feasible, but for everyday
use, more robust headsets are needed. For example, fewer
number of sensors, the use of dry sensors, more flexible
designs that allow for the headset to be quickly and easily
fitted and used for longer periods of time, and the quality of
collected data are areas where improvement could be sought.

6. Conclusion and Future Work

Password memorability is a challenging subject to study,
since the most established metric of password memorability
is recall. We studied if there is potential for predicting the
memorability of a specific password at the time of creation,
using off-the-shelf consumer-grade BCI headsets.

We conducted an experiment to compare brain signals
for people looking at two categories of passwords, one
consisted of weak common passwords, and the second of
random passwords generated by a password generator.

Our findings showed the possibility of classifying these
passwords with an average accuracy of 76.5% based solely
on their EEG characteristics. We studied the recall of two
specific passwords presented to the participant. These two
passwords were created based on a seed word provided by
the user. We found a positive correlation of .375 between
the EEG amplitudes and success recall of passwords during
24–48 hours. A similar correlation was noted during the
immediate recall done on days 1 and 2, where participants
were asked to study and recall a total of 68 passwords.
During analysis, it was noted that amongst the random
passwords, the passwords with higher voltages had a higher
chance of being recalled.

We also found a statistically significant negative corre-
lation between the EEG mean and the number of attempts,
meaning that the lower the EEG values are, the more
attempts are needed to recall the password. It was noted
that 74% of participants picked the password that stimulated
higher EEG voltage to be their password for the study when
asked to choose one of two passwords.

Based on our findings, we believe there is a potential
to develop a practical system to help users make a better
decision when choosing a password, through predicting the
password memorability at the time of creation. Our next
steps include designing and testing an EEG-based password
memorability meter, which may be integrated with password
generators the same way password strength meters are dis-
played on many online sign-up forms.
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