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Abstract—Secure two-party comparison plays a cru-
cial role in many privacy-preserving applications, such
as privacy-preserving data mining and machine learn-
ing. In particular, the available comparison protocols
with the appropriate input/output configuration have
a significant impact on the performance of these appli-
cations. In this paper, we firstly describe a taxonomy of
secure two-party comparison protocols which allows us
to describe the different configurations used for these
protocols in a systematic manner. This taxonomy leads
to a total of 216 types of comparison protocols. We then
describe conversions among these types. While these
conversions are based on known techniques and have
explicitly or implicitly been considered previously, we
show that a combination of these conversion techniques
can be used to convert a perhaps less-known two-party
comparison protocol by Nergiz et al. (IEEE SocialCom
2010) into a very efficient protocol in a configuration
where the two parties hold shares of the values being
compared, and obtain a share of the comparison result.
This setting is often used in multi-party computation
protocols, and hence in many privacy-preserving ap-
plications as well. We furthermore implement the pro-
tocol and measure its performance. Our measurement
suggests that the protocol outperforms the previously
proposed protocols for this input/output configuration,
when off- line pre-computation is not permitted.

I. Introduction

Multi-party computation (MPC) is a powerful cryp-
tographic tool often used to obtain privacy-preserving
applications such as privacy-preserving data mining. In
general, MPC enables a set of parties to jointly compute
a function of their private inputs i.e. for a function f , n
parties each holding private input xi (i = 1, . . . , n), are
able to compute f(x1, . . . , xn) without having to reveal
their private inputs xi. The security guarantee provided
by MPC is quite strong; a party l obtaining f(x1, . . . , xn)
as part of the protocol will learn nothing about the inputs
xi for i 6= l, except the information that can be derived
from f(x1, . . . , xn) and xl. In other words, MPC provides
the best possible guarantee regarding input privacy, which
is a highly desirable property in privacy-preserving data
mining.

While MPC can theoretically be realized for any func-
tion f [1], [2], the resulting protocols are often too complex

and inefficient to be used in practice. This has led to the
development of bespoke MPC protocols that efficiently
implements specific functionalities required by various
privacy-preserving applications. For example, Bunn and
Ostrovsky [3] proposed a two-party k-means clustering
algorithm that enables two servers, each holding a separate
data set, to compute a k-means clustering of their data sets
combined without having to disclose individual data points
to the other server. (Note that k-means clustering is a very
commonly used technique in data mining and machine
learning, e.g. see [4] for a discussion.) Bost et al. [5]
proposed various protocols achieving privacy-preserving
machine learning classification, in which a server holding
model M and a client holding an input x, can jointly
classify x according to M without the server revealing
M to the client or the client revealing x to the server.
Other examples include privacy-preserving biometric data
matching [6], [7] and privacy-preserving recommender sys-
tems [8]. A common approach to the design of these
protocols is to use a modular design in combination with
efficient sub-protocols for specific low-level operations.

In this paper, we focus on efficient two-party comparison
protocols. Comparison plays a fundamental role in com-
putation, and secure comparison protocols are frequently
used sub-protocols in the design of efficient MPC protocols
for more complex functionalities and privacy-preserving
protocols. In particular, comparison plays a crucial role
in the above mentioned protocols for k-means clustering
and machine learning classification. However, depending
on how the values to be compared are stored by the parties,
different types of comparison protocols are needed. Unfor-
tunately, these different “types” are scattered throughout
the vast research literature of secure computation. This
makes it somewhat hard to find an efficient construction
which can be used in a particular target applications, and
might lead to comparison protocols being designed anew
each time whenever a slightly less common configuration is
required. In this paper, we show that efficient comparison
protocols for a very wide range of configurations can
obtained via conversions of existing protocols.



A. Our Contribution
We firstly propose a “taxonomy” that aims to system-

atize how one can describe each specific type of two-
party comparison protocols. Specifically, given values x
and y which are to be compared, a number of different
scenarios often occur: for example, x and y might be
stored in the clear by different parties, each party might
hold a secrete share of both x and y, or one party might
hold the encryption of both x and y whereas the other
party might hold the corresponding secret key. Further
variations are obtained when considering the output of the
protocol which might be required to be obtained by only
one party, might be required to be secret shared among the
parties, or might be required to be in encrypted form. More
precisely, we identify 6 types of “semantics” for data stored
by the two parties, for each of the three values considered
in a comparison protocol, namely the two inputs x, y and
the comparison result which is the output of the protocol.
This overall give us 63 = 216 different types of comparison
protocols.

We then describe conversions among these types of
protocols. The conversions are either based on known tech-
niques, have previously been considered, or are implicitly
used in the literature. However, these conversions allows
us to construct a comparison protocol for one setting by
converting an existing protocol from a different setting.
We describe more details on motivations of having such
conversions below (Section I-C).

We complete our framework by suggesting a specific
“base” protocol; using this in combination with the above
mentioned conversions allows to obtain an efficient com-
parison protocol for any of the configurations captured in
our taxonomy. We do not directly construct a new base
protocol but rather recall a perhaps less-known protocol
proposed by Nergiz et al. [9].1 This protocol has the nice
property that it is simple due to its combinatorial nature
(as it uses tree-based structures) and the processing can
be done in parallel, although this was not pointed out in
the original paper [9].

Finally, we end our discussion by focusing on the partic-
ular setting in which the values x and y are secret shared
among the two parties, and the result of the protocol is re-
quired to also be secret shared among the parties. We will
refer to this setting as Type 1 in the paper. This setting is
the most common setting in generic 2PC/MPC protocols,
which makes composition with existing protocols easy.
We note that, in this setting, Nishide and Ohta [11],
Catrina and de Hoogh [12], and Garay, Shoenmakers and
Villegas [13] have proposed efficient protocols. However, all
of these require a computationally heavy off-line phase.
On the other hand, a protocol that requires no off-line
phase can be obtained via generic MPC techniques, but

1This protocol does not appear to be cited by many papers and
did not appear in the recent state-of-the-art survey paper by Veugen
et. al. [10], which suggests that it is somewhat less known.

as highlighted above, this yields a relatively inefficient
protocol. This leaves the DGK comparison protocol by
Damg̊ard, Geisler and Kroigaard [14] as the best candidate
so far for an efficient comparison protocol (in Type 1)
without the need for an off-line phase.2 We construct
and implement a protocol in Type 1 from our framework,
namely, starting with the above base protocol of [9] and
applying a combination of conversions, we obtain a Type
1 protocol. We then measure the performance of our
protocol, and compare this with the measurements of the
(optimized) DGK protocol from [10]. This suggests that
our protocol outperforms the DKG protocol in compu-
tation time (thanks to our observation on the parallel
computation property of the base protocol) while retaining
almost the same communication cost. Furthermore, we
also show that our protocol is more efficient than the Type-
1 protocol by Bunn and Ostrovsky [3] (used as a part of
their secure k-means clustering protocol) and the more
recent protocol by Gentry et al. [15] (used as a part of
their ORAM protocol), converted to Type 1.

B. Related work
Research on secure comparison protocols have a vast

literature, e.g., [1], [16], [17], [18], [11], [13], [14], [19], [12],
[20], and we would like to point the reader to an excellent
survey published recently in 2015 by Veugen et al. [10]
for a detailed overview. Regarding the “categorization” of
comparison protocols, which is our main theme, there is
one notable related work by Bost et al., in which they
describe syntax and schemes for 5 configurations mostly
consisting of encrypted input/output settings. All of these
are also included in our categorization (among the 216
types) as well.

C. Motivations for Conversions
As described above, a direct benefit of conversions is

that one can obtain a new type of secure comparison
protocol without having to design this from scratch, sim-
ply by identifying an existing protocol with the desired
properties, and then applying the appropriate conversions.

Additionally, it is useful to have a conversion that
converts one type of comparison protocol that is perhaps
“easier” to design into another type that is seemingly more
difficult to design. For example, a protocol with encrypted
inputs is arguably more difficult to design than a protocol
with plain inputs. Intuitively, this is since, for plain inputs,
each party can construct the bit decomposition of the
inputs directly, and from this, comparison can simply
be done via a boolean comparison circuit. Veugen also
already described this intuition in [20]. (In this paper,
we use more efficient representation, which is the tree-
based point/range encoding.) As illustrated by the results
in this paper, this approach might also lead to protocols
with performance advantages, if a particular setting allows

2This is to the best of our knowledge, and is also supported by the
performance comparisons in the survey paper of [10].



very efficient instantiations of comparison protocols to be
constructed.

II. Preliminaries

A. Homomorphic Encryption
We use additive homomorphic encryption as a building

block. The syntax consists of the following algorithms.
The key generation algorithm outputs a public key pk
and a secret key sk, where we write (pk, sk) ← KGen.
The encryption algorithm encrypts a message X ∈ M,
where a ring M is the message space, to a ciphertext
C = Encpk(X). The decryption algorithm decrypts C
to X, using sk. The additive homomorphic property al-
lows us to homomorphically add encrypted messages as
Encpk(M1) +Encpk(M2) which is decrypted to M1 +M2,
and to multiply by a known value r as r ·Encpk(M) which
is decrypted to r ·M .

B. Secure Two-party Computation
In this work, we consider secure two-party computation

for comparison functionalities. We label the two parties
as Alice and Bob. We refer syntax and security to, e.g.,
[21], but briefly give some intuition here. The correctness
and security are completely defined by the inputs and
the outputs of Alice and Bob. In particular, the security
requires that each party should not be able to learn
anything beyond what can be inferred from its own input
and output. We consider the semi-honest adversary model,
where we assume a computationally bounded adversary
who tries to learn additional information from the mes-
sages seen during the protocol execution. In contrast to the
stronger malicious adversary, the semi-honest adversary is
not allowed to deviate from the protocol.

III. A Taxonomy of Comparison Protocols

A. Types of Comparison Protocols
In a comparison protocol, we have two integer inputs

x, y, where we assume 0 ≤ x, y < n, and an output δ ∈
{0, 1} defined as

δ =
{

1 if x ≥ y
0 if x < y

.

Here, the integer n denotes the bound, and we usually
assume n to be a power of 2, say n = 2`.
Types of Protocols. We categorize types of comparison
protocols by the following criteria:
• semantic of x
• semantic of y
• semantic of δ

where the “semantic” of a value z (which can be either
x, y, δ) is defined as a pair of values; the first value is the
data regarding z held by Alice whereas the second is the
data regarding z held by Bob. We require these values

(Alice’s data and Bob’s data) can be combined to recover
z efficiently. 3

We refer to the semantic type of the pair

(Alice’s data regarding z, Bob’s data regarding z)

using the following two-letter abbreviations.
1) ES: (Encrypted data, Secret key ),
2) SE: (Secret key , Encrypted data),
3) SS: (Shared data , Shared data ),
4) PN: (Plain data , None ),
5) NP: (None , Plain data ),
6) PP: (Plain data , Plain data ).

The above semantic types are defined as follows.
1) ES-semantic:

Alice holds Epk(z), Bob holds sk

where (pk, sk)← KGen is generated by Bob.
2) SE-semantic:

Alice holds sk, Bob holds Epk(z)

where (pk, sk)← KGen is generated by Alice.
3) SS-semantic:

Alice holds zA, Bob holds zB

where zA, zB ∈ ZN and zA + zB ≡ z mod N . Here,
N is a known integer. For inputs x, y, we assume N
to be much larger than n. For an output δ, we use
N = 2 (hence, the addition then becomes XOR).

4) PN-semantic:

Alice holds z, Bob holds nothing

5) NP-semantic:

Align holds nothing, Bob holds z

6) PP-semantic:

Align holds z, Bob holds z

Categorization. We can systematically specify a protocol
type as

XX-YY-DD

where each XX,YY,DD ∈ S := { ES,SE,SS,PN,NP,PP }
represents the semantic of x, y, δ, respectively. Therefore,
overall we obtain 63 = 216 protocol types.

A few of the combinations will be trivial to construct
(and, as a result, carry no practical meaning of secure
computation), as we conclude in the following lemma.

Lemma 1. Consider any choice of DD ∈ S, we have
that PN-PN-DD, PP-PN-DD, PN-PP-DD, NP-NP-DD,
PP-NP-DD, NP-PP-DD, PP-PP-DD are trivial.

3Each value can be thought of as a “share” of z as in a secret
sharing scheme where Alice and Bob will hold a share each. However,
we do not directly use the terminology of secret sharing since not
all of our semantics fit into the formal syntax of secret sharing; one
example is the plain-input setting.



The proof is straightforward. For example, PN-PN-DD
is trivial since Alice knows both x, y. The other cases can
be argued similarly.

Looking forward, in this paper, by combining the base
protocol in Section V and conversions in Section IV,
we will have an efficient secure construction for all the
remaining non-trivial 216− 7× 6 = 174 types.

B. Concrete Examples for Commonly Used Types

For concreteness, we list the commonly used types:

• Type 1: SS-SS-SS,
• Type 2: SE-SE-SE,
• Type 3: PN-NP-SE,
• Type 4: PN-NP-SS,
• Type 5: PN-NP-NP,

where, for example, Type 1 is considered in [3], [11], [13],
[14], [12], Type 2 in in [14], [5], Type 3 in [5], while Type
5 is the original Yao’s millionaire protocol [22] and is also
considered in [9], who consider Type 4 as well.

We also consider some types which have not been
considered previously in the literature but which could
potentially be useful in protocols using multiple types of
“shared” data:

• Type 6: PN-SE-SS,
• Type 7: PP-SS-ES.

We provide explicit descriptions of these below.

Type 1: Shared inputs/ Shared output.

Type 1

Alice Bob Constraints
Input xA, yA xB , yB xA + xB ≡ x mod N ,

yA + yB ≡ y mod N
Output δA δB δA ⊕ δB = δ,

δ = (x ≥ y)

Type 2: Encrypted inputs/ Encrypted output.

Type 2

Alice Bob Constraints
Input sk Epk(x), Epk(y) (pk, sk)← KGen
Output Epk(δ) δ = (x ≥ y)

Type 3: Plain inputs/ Encrypted output.

Type 3

Alice Bob Constraints
Input x y
Output sk Epk(δ) δ = (x ≥ y),

(pk, sk)← KGen

Type 4: Plain inputs/ Shared output.

Type 4
Alice Bob Constraints

Input x y
Output δA δB δA ⊕ δB = δ,

δ = (x ≥ y)

Type 5: Plain inputs/ Plain output.

Type 5

Alice Bob Constraints
Input x y
Output δ δ = (x ≥ y)

Type 6: Plain, Encrypted inputs/ Shared output.

Type 6

Alice Bob Constraints
Input x, sk Encpk(y) (pk, sk)← KGen
Output δA δB δA ⊕ δB = δ,

δ = (x ≥ y)

Type 7: Plain, Encrypted inputs/ Encrypted out-
put.

Type 7
Alice Bob Constraints

Input x, sk1 x,Encpk1(y) (pk1, sk1)← KGen
Output Encpk2(δ) sk2 (pk2, sk2)← KGen,

δ = (x ≥ y)

IV. Conversions
We are interested in constructing a protocol of type

XX-YY-DD from another protocol of type XX′-YY′-DD′,
that is, the former uses the latter as a subroutine. If this is
possible, we write XX′-YY′-DD′ ⇒ XX-YY-DD. We also
use ⇔ if conversions in both directions are possible.

Section IV-A and IV-B provide rather obvious conver-
sions, while Section IV-C provides a sophisticated conver-
sion that converts a seemingly weaker type (Type 3) to a
stronger one (Type 2).

A. Conversions between Shared/Encrypted Data
We describe a conversion from a state of shared data to

an equivalent state of encrypted data, and vice versa. For
simplicity, we assume that M = ZN . These conversions
seem to be implicitly used in the literature.4

Conversion 1 (Shared → Encrypted data).

SS → SE
Alice Bob Constraints

Input xA xB xA + xB ≡ x mod N
Output sk Epk(x) (pk, sk)← KGen

4However, we cannot find a reference that does exactly this. A
closely related conversion can be found in, e.g., [23], though.



1) Alice:
• Generate (pk, sk)← KGen.
• Send pk and Epk(xA) to Bob.

2) Bob:
• Compute Epk(x) = Epk(xA) + Epk(xB).

Conversion 2 (Encrypted → Shared data).

SE → SS

Alice Bob Constraints
Input sk Epk(x) (pk, sk)← KGen
Output xA xB xA + xB ≡ x mod N

1) Bob:
• Randomly choose xB ∈ ZN .
• Compute Epk(xA) = Epk(x)−Epk(xB) and send to

Alice.
2) Alice:
• Decrypt Epk(xA) to xA.

Security should guarantee that each party will not have
learned more about x at the output state than in the input
state (besides the information that can be derived from
the output). Conversion 1 is secure due to the semantic
security of encryption, while Conversion 2 is secure due to
the randomness of xB .

From these conversions, we have the following lemma.

Lemma 2. For any XX, YY, DD ∈ S, we have
• SE-YY-DD⇔ SS-YY-DD⇔ ES-YY-DD.
• XX-SE-DD⇔ XX-SS-DD⇔ XX-ES-DD.
• XX-YY-SE⇔ XX-YY-SS⇔ XX-YY-ES.

B. Conversion between Plain Data and Shared Data

Conversion 3 (Plain → Shared Input).

PN → SS

Alice Bob Constraints
Input x
Output xA xB xA + xB ≡ x mod N

1) Alice:
• Randomly choose xA ∈ ZN .
• Send xB = x− xA mod N to Bob.

Conversion 4 (Shared → Plain Output).

SS → PN
Alice Bob Constraints

Input δA δB δA ⊕ δB = δ
Output δ

1) Bob:
• Send δB to Alice.

2) Alice:
• Compute δ = δA ⊕ δB .

Note that these capture the ordinary “sharing” and “re-
constructing” procedures of the (2-out-of-2) secret sharing
scheme, however when rephrasing them into our terminol-
ogy, we obtain the conversions, which we collect in the
following lemma.

Lemma 3. For any XX, YY, DD ∈ S, and any TT ∈
{ PN,NP,PP }, we have
• SS-YY-DD⇒ TT-YY-DD.
• XX-SS-DD⇒ XX-TT-DD.
• XX-YY-SS⇒ XX-YY-TT.

The conversions in the first two lines are obtained
from Conversion 3. For example, if our target type is
PN-YY-DD, that is, Alice has plain x as input, we can
construct the protocol for this type by just letting Alice
share x (as xB) to Bob and then running a protocol
of type SS-YY-DD. The conversions in the last line is
done via Conversion 4. For example, if our target type
is XX-YY-PN, we first run XX-YY-SS to obtain the
shared outputs, Bob then send his share to Alice who then
reconstructs δ.

It is also straightforward to see that XX-YY-PN ⇒
XX-YY-PP (by just letting Alice send her output to Bob).

C. Constructing a Type 2 Protocol from Type 3 [20]
In this subsection, we describe the most sophisticated

conversion so far: it is for PN-NP-SE ⇒ SE-SE-SE. That
is, it converts Type 3 protocol to Type 2.

Consider a, b ∈ ZN , and n << N , we denote a divn =
ba/nc, hence we have a = (adivn) ·n+ (a mod n). Define

βa,b,n :=
{

1 (a+ b) mod n < b mod n
0 (a+ b) mod n ≥ b mod n

.

Lemma 4 ([20]). (a+ b) divn = a divn+ bdivn+ βa,b,n.

The idea of protocol is to use the fact that 0 ≤ x, y < n,
and when considering a = n+(x−y), we have the identity:

x ≥ y ⇔ adivn = 1,
x < y ⇔ adivn = 0.

(1)

The amount a divn is then securely computed via

a divn = (a+ b) divn− bdivn− βa,b,n,

while a + b and b will be known privately to Alice and
Bob, respectively. (Hence, in particular, its value mod n
and div n are also computable privately by each.) The
encrypted value of βa,b,n is obtained via running a type-3
protocol.
Conversion 5 (protocol of Type 2 from Type 3) [20].
We construct a Type-2 protocol, for which we recall the
input-output table below.

Type 2

Alice Bob Constraints
Input sk Epk(x), Epk(y) (pk, sk)← KGen
Output Epk(δ) δ = (x ≥ y)



In the following, we denote a = n+ (x− y).
1) Bob:
• Randomly choose b ∈ ZN .
• Set y′ = b mod n.
• Compute Epk(a+ b) = Epk(n) +Epk(x)−Epk(y) +
Epk(b) and send this to Alice.

2) Alice:
• Decrypt Epk(a+ b) to a+ b.
• Set x′ = (a+ b) mod n.
• Compute Epk((a+ b) divn) and send to Bob.

3) Alice and Bob
• Together run a protocol of Type 3 using inputs x′

(from Alice) and y′ (from Bob). More precisely, this
subroutine can be specified as the following table.

Type 3 (used as a subroutine)

Alice Bob Constraints
Input x′ y′

Output sk Epk(δ′) δ′ = (x′ ≥ y′)
• As a result of this sub-routine, Bob will obtain

Epk(δ′) = Epk(1− βa,b,n).

This equation holds since

δ′ = 1⇔ x′ ≥ y′ ⇔ (a+ b) mod n ≥ b mod n
⇔ βa,b,n = 0

where the first equivalence is due to the correctness
of the Type 3 protocol, the second is due to the
definition of x′, y′, and third is from the definition
of βa,b,n.

4) Bob:
• Compute −Epk(βa,b,n) = Epk(1− βa,b,n)− Epk(1).
• Compute Epk(a divn) as

Epk((a+ b) divn)− Epk(bdivn)− Epk(βa,b,n).

• From Lemma 4 and Eq.(1), we have Epk(adivn) =
Epk(δ).

The intuition is given above, while more details can be
found in [20], [10]. We write this result into the following
lemma:

Lemma 5. PN-NP-SE⇒ SE-SE-SE.

D. Combinations
In the next section, we will describe efficient con-

structions for type PN-NP-SS (or Type 4), and type
PN-NP-NP (or Type 5). From these two protocols, to-
gether with conversions from the above lemmata in this
section (Lemma 2,3,5), we can construct any of 174 non-
trivial protocol types.

V. Previous Specific Protocols
In this section we recapture slight variants of the pro-

tocols by Nergiz et al. [9]. We (implicitly) uses a classical

method called dyadic range which expresses a range (i.e.,
a set of consecutive integers) efficiently using nodes in a
complete binary tree.5

We describe some intuition first. A naive way to com-
pare two integers is to represent both values as binary
strings and use the standard Boolean circuit for com-
parison, which firstly compares the most significant bit,
and if equal, simply compares the next bit, and so on.
This means that it requires to execute on each bit in
a sequential manner. On the other hand, in the dyadic
range method, two integers are represented in such a way
that their comparison can be done by comparing each
bit in an independent manner (and simply OR all the
results). Contrasting the two methods, the latter has much
shallower circuit; this makes it more efficient than the
former. Moreover, in the latter method, only secure equal-
ity checking will be required as sub-routine, and we can
straightforwardly use additive homomorphic encryption to
implement a secure protocol for it.

A. Notations for Tree-based Structure
We firstly describe our own terminology and notations

for tree-based structure.
Let Tn be the complete binary tree that has leaves

corresponding to each index in [1, n]. Let Sn be the set
of all nodes in Tn that are labeled in a systematic way.
For a node w ∈ Sn, let parent(w) denote its parent node
in Tn. Consider node w, y, z ∈ Sn; z is an ancestor of w if
z is on the path from w to the root (including w); y is a
descendant of w if y is on a path from w moving away from
the root (including w). For any node w, we define its layer
as the distance from its leaves. (Hence, in particular, the
layer of any leaf is 0, and the layer of the root is log2 n.)
We label each node as a pair (i, j) where i is its layer and
j is its index in that layer from the left of tree (starting
from 1). See how we label each node in e.g., Fig 1, where
we omit the comma in the figure.

We let

Dn := { [u, v] | 1 ≤ u ≤ v ≤ n } ,
Ln := { [1, v] | 1 ≤ v ≤ n } ,
Rn := { [u, n] | 1 ≤ u ≤ n } .

That is, Dn is the set of all ranges, while Ln and Rn fix
the start point and end point to 1 and n, respectively. For
any range R ∈ Dn, a node w ∈ Sn is called a cover node
of R, and we write w ∈ cover(R), if all the leaves that are
descendants of w are in R. Let 2Sn be the collection of all
subsets of Sn.

B. Range and Point Encodings
We define two encoding functions:

5It is not clear to us who firstly proposed this method, which is
referred variously as dyadic range in [24], [25], or segment tree in [26],
[27], and has been rediscovered in [28], [9], while also has been used
in [29], [30].
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Fig. 1. Example of Point Encoding, for x = 6. Here, pointEnc(6) =
{ (0, 6), (1, 3), (2, 2), (3, 1) }.

• Range Encoding. rangeEnc : Dn → 2Sn . For R ∈ Dn,
define

rangeEnc(R) := {w ∈ Sn | w ∈ cover(R),
parent(w) 6∈ cover(R) }. (2)

• Point Encoding. pointEnc : [1, n]→ 2Sn . For x ∈ [1, n],
define pointEnc(x) as the set of all ancestors of x in Tn.

Lemma 6. For R ∈ Ln ∪ Rn, we have that rangeEnc(R)
contains at most one node from each layer.

Lemma 7. For x ∈ [1, n], we have that pointEnc(x)
contains exactly one node from each layer.

From these lemmata, we have that we can write

rangeEnc(R) = { (i, ai) | i ∈WR }, (3)
pointEnc(x) = { (i, bi) | i ∈ [1, logn] }, (4)

for some ai, bi, where we let WR ⊆ [0, logn] be the set of
layers in which there exists a node in rangeEnc(R). That
is

WR := { i | ∃a s.t. (i, a) ∈ rangeEnc(R) } (5)

Lemma 8. For any R ∈ Ln ∪ Rn, and any x ∈ [1, n],

|rangeEnc(R) ∩ pointEnc(x)| =
{

1 if x ∈ R
0 if x 6∈ R

.

From this lemma, Eq.(3), and Eq.(4), we have the
following corollary.

Corollary 9. For any R ∈ Ln ∪ Rn, and any x ∈ [1, n],

x ∈ R ⇔ There exists a unique i ∈WR s.t. ai = bi.

where WR, ai, bi are defined in Eq.(3),(4).

Example. Let n = 8. Consider x = 6, R = [4, 8] ∈ R, and
L = [1, 3] ∈ L. We have

pointEnc(6) = { (0, 6), (1, 3), (2, 2), (3, 1) } ,
rangeEnc([4, 8]) = { (0, 4), (2, 2) } ,
rangeEnc([1, 3]) = { (0, 3), (1, 1) } ,

and W[4,8] = {0, 2}, W[1,3] = {0, 1}. Now since 6 ∈ [4, 8],
we have that Lemma 8 holds with an intersection node
(2, 2), while Corollary 9 holds at i = 2, and a2 = b2 = 2.
On the other hand, since 6 6∈ [1, 3], we can verify that the
intersection of their encodings is empty.
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Fig. 2. Example of Range Encoding, for R1 = [4, 8]. Here,
rangeEnc([4, 8]) = { (0, 4), (2, 2) }.
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Fig. 3. Example of Range Encoding, for R2 = [1, 3]. Here,
rangeEnc([1, 3]) = { (0, 3), (1, 1) }.

C. Tree-based Comparison Protocols
We are now ready to describe the protocol of Type 5

and 4 by Nergiz et al. [9]. Let H : {0, 1}∗ → ZN be an
injective function (or collision-resistant hash).

Protocol 1 (for Type 5) [9].
1) Alice:
• Compute Epk(H(i, bi)) for all (i, bi) ∈ pointEnc(x)

and send to Bob, together with pk.
2) Bob:
• Set R = [y, n]. (Hence, R ∈ Rn.)
• Compute rangeEnc(R) as Eq.(2) and WR as Eq.(5).
• For all i ∈ [0, logn], randomly choose ri ∈ Z∗N and

compute

Vi :=
{
Epk

(
ri

(
H(i, bi)−H(i, ai)

))
if i ∈WR

Epk(ri) if i 6∈WR

(6)

• Randomly shuffle all Vi to V ′i , and send all to Alice.
3) Alice:
• Decrypt all V ′i and output δ = 1 (meaning x ≥ y) if

there is exactly one plaintext being zero. Otherwise,
output δ = 0 (meaning x < y).

We sketch the proof for its correctness. Suppose x ≥ y.
We have x ∈ [y, n]. Hence, due to Corollary 9, there
is exactly one layer where the encrypted node label is
the same from Alice’s point encoding and Bob’s range
encoding. Therefore, exactly one ciphertext in the list of
V ′i will be 0. The value ri is used for randomizing each non-
zero value to a random non-zero element. The shuffling is
for preventing Alice to know which layer is matched.



Protocol 2 (for Type 4) [9].
1) Alice:
• Compute Epk(H(i, bi)) for all (i, bi) ∈ pointEnc(x)

and send to Bob, together with pk.
2) Bob:
• Randomly choose δB ∈ {0, 1} and set

R =
{

[1, y − 1] if δB = 1
[y, n] if δB = 0

.

(Hence, R ∈ Ln ∪ Rn.)
• Compute rangeEnc(R) as Eq.(3).
• For all i ∈ [0, logn], randomly choose ri ∈ Z∗N and

compute

Vi :=
{
Epk

(
ri

(
H(i, bi)−H(i, ai)

))
if i ∈WR

Epk(ri) if i 6∈WR

(7)

• Randomly shuffle all Vi to V ′i , and send all to Alice.
3) Alice:
• Decrypt all V ′i and output δA = 1 if there is exactly

one plaintext being zero. Otherwise, output δA = 0.
We can verify that δA ⊕ δB = δ (which is the bit

indicating that x ≥ y). The bit δB is used to hide which of
the two relations, x ∈ [y, n] or x 6∈ [y, n], is being tested.
The latter is equivalent to x ∈ [1, y − 1], which is R for
the case δB = 1 in the protocol.

Improvement. We provide a further improvement for
Protocol 1 and 2 above. This reduces the communication
cost by one ciphertext for each of Step 1 and 2 (hence, two
ciphertexts overall). This can be done by first observing
that since the root node, namely, the node with label
(logn, 1), is always in the point encoding of any point in
[1, n], Alice can omit sending Epk(H(logn, 1)) to Bob in
the first pass (in Step 1), and simply letting Bob compute
by himself. This already reduces one ciphertext in Step 1.
The next observation is that Vlog n encrypts 0 if and only
if y = 1. (Since, logn ∈ WR iff R = [1, n], the full range.)
Hence, we just treat only the case of y = 1 specifically
while simply omitting Vlog n altogether. This will reduce
one ciphertext in Step 2. To enable this, in Step 2, we can
let Bob compute as follows.
• If y > 1, then compute Vi as usual (Eq.(6),(7)), albeit

for only i ∈ [0, logn − 1]. (That is, Vlog n will not be
used.) Shuffle Vi to V ′i for all i ∈ [0, logn − 1] and
send back to Alice these logn ciphertexts.

• If y = 1, then simply generate logn ciphertexts with
only one message being 0 and the others are random.

In Step 3, Alice does as usual, i.e., to check if one plaintext
is zero, albeit among all the logn ciphertexts (instead of
logn+ 1 ciphertexts as before).

Parallel Time Complexity. One of the main reason that
we choose the tree-based protocols from [9] is that all the

computationally-heavier procedures, such as encryption,
decryption, homomorphic valuation, can be run in parallel.
In particular, in Step 2, all the calculation for Vi can
be done independently for each i, which means that we
can compute them in parallel. The same can be said for
Step 1 and 3. Hence the parallel time complexity is almost
constant regardless of the number of layers, ` + 1, where
we recall that n = 2`. (` is the bit length of the compared
numbers x, y.) It is almost constant since Range encoding
and Point encoding will depend on `, but these computa-
tions are much lower since they are operated on plain data
and are comparable to bit decomposition (of a plain value).
Indeed, Point encoding is exactly the bit decomposition,
phrased in term of tree-based structure. We remark that
this almost-constant-parallel-time property has not been
observed in the original paper [9], and to the best of our
knowledge, we are the first to observe so.

VI. Our Comparison Protocol of Type 1
A. Construction

We construct a new comparison protocol of Type 1
(shared inputs/shared output), which is the type that can
be used as a sub-protocol in generic two-party computa-
tion. Our protocol is simply a combination of previous
results: we base on Protocol 2 (of Type 4), described
in Sect. V, and use necessary conversions, described in
Sect. IV, to convert it to Type 1.
Our Protocol (for Type 1).

1) Alice and Bob:
• Run Conversion 1 to convert shared inputs to

encrypted inputs (for both data: x and y, and in
parallel). As a result, Alice obtains sk, while Bob
obtains Epk(x), Epk(y).

2) Alice and Bob:
• Run Conversion 5 (for protocol Type 2), which we

recall its description as the following table.
Type 2

Alice Bob Constraints
Input sk Epk(x), Epk(y)
Output Epk(δ) δ = (x ≥ y)

• Inside Conversion 5, we must specify the Type-
3 protocol that it uses as a subroutine. Recall
that the Type-3 protocol has the following generic
description.

Type 3
Alice Bob Constraints

Input x′ y′

Output sk Epk(δ′) δ′ = (x′ ≥ y′)
We use the following specific protocol for imple-
menting this Type-3 protocol.
– First, run Protocol 2 (for Type 4) on input x′

and y′. This enables us to compute as in the
following table.



Type 4
Alice Bob Constraints

Input x′ y′

Output (δ′)A (δ′)B (δ′)A ⊕ (δ′)B = δ′,
δ′ = (x′ ≥ y′)

As a result, Alice obtains (δ′)A and Bob obtains
(δ′)B , which are the shares of δ′ = (x′ ≥ y′).

– Second, run Conversion 1 to convert Shares of
δ′ to encrypted forms. As a result, Alice has sk,
while Bob obtains Epk(δ′).

3) Alice and Bob:
• Run Conversion 2 to convert encrypted outputs to

shared outputs. As a result, Alice obtains δA, while
Bob obtains δB .

B. Experiment
We implemented our above Type-1 protocol. In this

subsection, we analyze its performance. We compared our
protocol to the state-of-the-art Type-1 protocol where an
offline phase is not permitted, which is the DGK proto-
col [14] (we actually use the improved version in [31], [10]).
We also included two other protocols in our comparison,
namely, the Type-1 protocol by Bunn and Ostrovsky
(BO) [3] (used as a part of their secure k-means clustering
protocol) and the more recent protocol by Gentry et al.
(GHJR) [15] (used as a part of their ORAM protocol),
converted to Type 1.

For our protocol, we used the DGK encryption
scheme [14] for the Type-3 protocol (which is a subroutine
in Step 2 of our protocol), and the Paillier encryption
scheme [32] for the other steps (Step 1 and 3). Similarly, for
the improved DGK protocol of [31], [10], we used the DGK
encryption scheme for the core part (which is a Type-
3 protocol), while the conversions to Type 1 were done
via the Pailler encryption scheme. For the BO protocol,
we used the Paillier encryption scheme. For the GHJR
protocol, we used the HElib library as in their paper [15].
We implemented these protocols on a PC with an Intel
Core i7-4790 3.6 GHz CPU and 16.0 GB of memory.

The total computation time and the communication cost
of our protocol are shown in Table I. Our protocol consists
of a few sub-protocols, for which we show the computation
times separately in Table II. In the experiment, we varied
the input size to 5, 10, 25, 50, and 100 bits, ran each
experiment 10 times, and averaged the various results.

Fig. 4 shows the comparison results for computation
time. We observe that in our protocol, the computation
time does not vary much even when the bit size increases.
This is thanks to the parallel-processing property of [9]
that we observe and implement. In contrast, the other
protocols require time proportional to the bit size with
larger proportional factors. We also note that the DGK
protocol cannot be executed in a parallel manner as ours,
as it involves computing sums of ` elements, where parallel
time complexity is O(log `), at best.

Fig. 4. Computation time

Fig. 5. Communication cost

Regarding the round complexity, our protocol and the
DGK protocol work in constant rounds (more precisely, 6
rounds). The GHJR protocol requires logn rounds.

Fig. 5 shows the comparison for communication cost. All
the protocols require communication proportional to the
bit size. The communication cost of our protocol and the
DGK protocol are almost the same6 and are more efficient
than the other two protocols.
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