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ABSTRACT
With the rise in the number of IoT devices and its users, security in IoT has become a big concern to ensure the protection from harmful security attacks. 

In the recent years, different variants of DDoS attacks have been on the rise in IoT devices. Failure to detect DDoS attacks at the right time can result in 

financial and reputational loss for victim organizations. These attacks conducted with IoT devices can cause a significant downtime of applications running 

on the Internet. Although researchers have developed and utilized specialized models using artificial intelligence techniques, these models do not provide 

the best accuracy as there is always a scope of improvement until 100% accuracy is attained. We propose a hybrid feature selection algorithm that 

selects only the most useful features and passes those features into an XGBoost model, the results of which are explained using feature importances. 

Our model attains an accuracy of 99.993% on the CIC IDS 2017 dataset and a recall of 97.64 % on the CIC IoT 2023 dataset. Overall, this research 

would help researchers and implementers in the field of detecting IoT DDoS attacks by providing a more accurate and comparable model.  
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Proposed Feature Selection Algorithm

▪ Pearson Correlation [1] Selection: The feature selection algorithm finds out 

the Pearson correlation coefficient between all the features and the output label. 

The features with positive Pearson values greater than positive mean of 

Pearson values and the features with negative Pearson values less than 

negative mean of Pearson values are selected in this step.

▪  𝐊𝐞𝐧𝐝𝐚𝐥𝐥 𝟐  𝐚𝐧𝐝 𝐒𝐩𝐞𝐚𝐫𝐦𝐚𝐧 [𝟑] 𝐜𝐨𝐫𝒓𝒆𝒍𝒂𝒕𝒊𝒐𝒏 𝒔𝒆𝒍𝒆𝒄𝒕𝒊𝒐𝒏: The feature selection 

algorithm finds out the pearson correlation coefficient between all the features 

and the output label. The algorithm finds out the Spearman and Kendall 

correlation coefficients for each feature, finds out the mean of both the 

correlation coefficients keeping the positive and negative means separate. By 

performing this, we now have two means: positive mean of Spearman and 

Kendall correlation values and negative mean of Spearman and Kendall 

correlation values. Features with Spearman and Kendall means greater than 

the above values are selected in this step.

▪ M𝐮𝐭𝐮𝐚𝐥 𝐈𝐧𝐟𝐨𝐫𝐦𝐚𝐭𝐢𝐨𝐧 𝐆𝐚𝐢𝐧 [𝟏𝟎]: Mutual Information gain values for each feature 

is found and mean of all values is also found. The features with mutual 

information gain values greater than average are selected.

▪ Result: The Set union of the features selected in Step 1 and 2 is found into set 

final. The result set of selected features is found by the set intersection of 

features in the set final and the features in Step 3.

▪ The features selected are passed into different models as seen in the 

Experimental results section. The XGBoost [8] Model resulted in giving 

superior accuracy in CIC IDS 2017 dataset of 99.993 % compared to 

[4,5,6] and it resulted in a superior recall value of 97.64 % compared to [7] 

for the CIC IoT 2023 dataset. 

▪ To understand the features contribute the most to the success of the 

model, feature importances are shown below.

Discussion

Dataset Distribution

Proposed Method

Feature Importance and 

Experimental Results

Part B: Feature Importance – CIC IDS 2017 and CIC IoT 2023
 

Part A: Experimental Results – CICIDS 2017 and CIC IoT 2023 

Metrics Random 

Forest 
Decision Trees XGBoost Linear SVM KNN 

Accura cy 99.989

% 

99.986

% 

99.993

% 

88.516 

% 

99.867

% 

Precisio n 99.989

% 

99.986

% 

99.993

% 

92.962

% 

99.867

% 

Recall 99.989

% 

99.986

% 

99.993

% 

88.516

% 

99.867

% 

F1-

Score 

99.989

% 

99.986

% 

99.993

% 

83.530

% 

99.867

% 

Trainin g Time. 52.94 second

s 

5.13 second

s 

1.95 second

s 
139.37 

second

s 

78.82 second

s 

Metrics Random 

Forest 

Decision Trees XGBoost 

Accuracy 97.631% 96.528% 97.642% 

Precision 95.45% 95.39% 95.33% 

Recall 95.12% 96.52% 97.64% 

F1-Score 95.28% 95.95% 96.47% 

Training Time 3018.23 seconds 1185.16 seconds 34.196  seconds 

Mean 

Squared 

Error 

0.033 0.034 0.023 
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Abstract
In recent years, smart grid-based Electric Vehicle (EV) charging systems have increasingly faced vulnerabilities to Distributed Denial of Service (DDoS) attacks, especially through 

malicious authentication failures. These attacks typically involve monopolizing the Grid Server (GS), thereby hindering the authentication process for legitimate EVs. Despite the 

severity of this issue, no research has focused on detecting DDoS attacks exploiting weaknesses in EV authentication. This study introduces a DDoS attack detection model 

specifically designed for EV authentication. The approach involves developing a machine learning model involving unique feature selection and combination. The proposed approach 

has been evaluated using a new DDOS attack dataset. The model is engineered to optimize feature combination, aiming for high sampling resolution, minimal information loss, and 

robust performance under 16 distinct attack scenarios. The feature combination used in this study shows improved accuracy over traditional DDoS detection methods based on 

access time variation while minimizing information loss.
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Research Problem

This work defines the problem as follows: there are "n" EVs, "m" Charging Stations (CS), and one GS involved across 16 scenarios, as depicted in Fig. 1. The focus is on various 

authentication attempts 𝜔 made by the EVs to access the GS via the CSs. We aim to determine whether each authentication attempt 𝜔 is legitimate or a fraudulent effort designed to 

disrupt the authentication service. Let a set of EVs be 𝐸𝑉𝜔
𝑛 =

𝑒𝑣1
1 ⋯ 𝑒𝑣𝑖

1

⋮ ⋱ ⋮

𝑒𝑣1
𝑗

⋯ 𝑒𝑣1
𝑗

, 1 ≤ 𝑖 ≤ 𝜔, 1 ≤ 𝑗 ≤ 𝑛, and a set of the CSs be 𝐶𝑆𝜔
𝑚 =

𝑐𝑠1
1 ⋯ 𝑐𝑠𝑘

1

⋮ ⋱ ⋮
𝑐𝑠1

𝑙 ⋯ 𝑐𝑠𝑖
𝑘

, 𝑘 ≤ 𝑚, where ∀𝑖, ∀𝑗 ∈ 𝑁. In Fig. 1, 

the parameters, such as 𝐻𝑖
𝑛, 𝑇𝑖

𝑛, ෡𝐻𝑖
𝑛, and ෠𝑇𝑖

𝑛, must be generated and communicated on the protocol in the same sequence for 𝐻𝑖
𝑛 = ෡𝐻𝑖

𝑛 and 𝑇𝑖
𝑛 = ෠𝑇𝑖

𝑛. As a result, we get the following 

rule: 0 < ⋯ < 𝑖 − 1 < 𝑖 < 𝑖 + 1 < ⋯ < ∞. If an attacker cuts into the middle of the authentication processes of another EV, the parameters will be modified to 𝐻𝑖+𝑡
𝑗−1

 𝑜r 𝑇𝑖+𝑡
𝑗−1

, where 𝑡 is a 

count of continuous DDoS attacks. The parameters will become invalid between the 𝐸𝑉 , CS, and GS since 𝐻𝑖+𝑡
𝑗−1

≠ ෡𝐻𝑖
𝑛 or 𝑇𝑖+𝑡

𝑗−1
 ≠ ෠𝑇𝑖

𝑛. Consequently, the legitimate EVs must wait for 

charging until the attacker finishes the number of 𝑡 false authentication trials. Therefore, we need a novel attack detection model to accurately sense the DDoS attacks based on the 

EV false authentications.

• Detection Accuracy: The proposed model achieved an average detection accuracy of over 95% across 16 different DDoS attack scenarios.

• Precision and Recall: Both precision and recall exceeded 93% on average, with certain scenarios reaching up to 97%.

• Minimization of Information Loss: The CLR approach applied during feature combination effectively suppressed the information loss rate to below 5%, ensuring that most of the 

original data's information was retained even after combination.

• Reduction of False Positive Rate: The proposed model reduced the false positive rate to below 2%, ensuring high reliability in real-world operational environments.

Result

Conclusion

This study optimizes feature combinations for detecting DDoS attacks in EV charging infrastructures using ML, exploring 16 attack scenarios and evaluating ML classifications. Key 

features include Time Delta, Perf STAT, and Perf TOP, offering a comprehensive approach to DDoS detection. The study introduces a feature downsizing method to minimize 

information loss and identifies the best feature combination based on criteria like low information loss, high sampling resolution, F1 score, and feature size. Employing Perf TOP and 

Perf STAT significantly enhances detection accuracy compared to relying solely on Time Delta. The proposed sampling method preserves more information than traditional methods 

when downsizing features. The approach's effectiveness is supported by multiple regression and Spearman’s correlation analysis. Future research will focus on applying grid search 

techniques to refine feature combinations and optimize ML model hyperparameters.

Methodology

• This work identifies 16 DDoS attack scenarios in EV charging infrastructure, classifying them into 

attack and normal modes. Key scenarios include Random CS Attack (RCSA) and All CS Attack, 

targeting either random or all charging stations (CS) to attack the Grid Server (GS). The paper also 

introduces Gaussian Analysis Attack (GAA), making it hard to distinguish between normal and DDoS 

authentication requests.

• Feature types like Perf STAT (cycles, instructions, branch info), Perf TOP (kernel function overheads), 

and Time Delta (authentication timing) are combined for machine learning, with methods to 

standardize their sizes and minimize information loss. Feature extraction uses Sampling Resolution 

(SR) to evaluate the suitability of features, while Combined Loss Rate (CLR) measures data loss 

during feature merging. K-means clustering helps identify key changes in feature overheads for 

optimal feature combinations. Combined Sampling Resolution (CSR) measures information loss when 

reducing feature sizes, where higher CSR implies less loss.

• Fig. 3 illustrates the feature downsizing methods proposed in this work, following steps 1 through 7. In steps 1 

and 2, the smaller feature is divided by an integer multiple of the size "m" of the larger feature. However, the 

orange portion cannot be evenly divided by this integer because the size "l" is smaller than "m," leading to 

internal fragmentation. In steps 3 and 4, indices pointing to the data points of the larger feature are extracted at 

intervals of "n." Additional indices may remain from the division between the small and large features, and in this 

case, "κ" extra indices are selected beyond the "m" indices. Steps 5 and 6 involve creating a new list by 

randomly selecting "m" indices from the "m + κ" indices extracted in step 4. Random selection ensures that the 

reduced list matches the size "m." Finally, the selected indices are sorted in ascending order to extract data 

points from the feature in step 2.
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ABSTRACT
In the evolving landscape of autonomous vehicle technology, the threat of cyber attacks poses a significant challenge, particularly through the manipulation 

of traffic signal recognition systems. Such vulnerabilities can compromise the safety and efficiency of autonomous navigation, necessitating the 

development of more sophisticated anomaly detection methods. This research addresses the critical need for enhanced cybersecurity measures by 

investigating the resilience of neural network models, specifically Convolutional Neural Networks (CNNs) and autoencoders, against visual anomalies 

caused by altered traffic signals. Despite the increasing reliance on deep learning for autonomous vehicle perception, there is a lack of comprehensive 

strategies that effectively mitigate the risks associated with these cyber threats. Therefore, the study aims to evaluate and improve the accuracy and 

reliability of anomaly detection systems under various noise conditions, contributing to the safeguarding of autonomous vehicles against potential cyber 

attacks.
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Motivation
This research advances cybersecurity in 

AI-driven systems, particularly in 

autonomous vehicles, by improving 

anomaly detection and robustness in 

object detection systems, It lays the 

groundwork for safer, more efficient 

transportation, contributing to the 

resilience of AI technologies against 

cyber threats.

▪ The Self Driving Car.v2-fixed-large.tensorflow Is used in this experiment. To 

simulate traffic attack, we manipulated the images with color masking and 

complex random noise manipulations.   Blended Image = α * (Original ROI) 

+ β * (Mask) + γ.

▪ A noise distortion was also added to the image by flattening the ROI into a 

2D array and introducing noise, the noisy ROI is then reshaped back to its 

original 3D form which preserves the spatial structure of the image

Data Augmentation

Our Approach

Detail Methodology

Generative Approach

Data Augmentation

Robustness Test
▪ In this experiment, we aimed to assess the robustness of 

our neural network model to Gaussian noise, a common 

type of statistical noise that simulates real-world 

environmental and sensor inaccuracies

▪ The aim is to check if our model reacts to just any noise to 

decide or its effectively making decisions concerning 

traffic signals.

Fig. 3 Feature Visualization to see what our model is focused on

Performance Evaluation

Novel Proposed Evaluation Method
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ABSTRACT

CIC

Graph Learning

Learning Affinity Matrix

Sparse Learning

1) Self-representation learning: Expressing each sample as a linear
composition of all samples

Projecting the data to a subspace and enforcing sparsity via regularization

Utilizing contrastive learning to achive this by using the sample and its self-
representation as the positive pair and every other sample and their
corresponding self-representation as negative pairs

2) Anchor-based: Generate some anchors and
calculate the distance between the anchors and
the original samples

Using Balanced K-means based Hierarchical K-
means (BKHK) algorithm to generate better
anchors

L 2, 1-norm: Row sparsity - Removes redundant
features shared by all data

L 1, 2-norm: Column sparsity - Removes specific
redundant features per class

• Constructing a graph affinity matrix to describe the local geometric structure of
data

• Achieving feature selection by a sparse learning model, i.e., maintaining the
local structure of the data with a subset of features

How to learn the affinity graph?

In what space the graph should be learned: Original space or subspace?

How to apply sparse learning?

Choosing the Space
• Original Space: Affected by a lot of noise and redundant information

• Subspace: Maintaining the similar structure to the original space is difficult

• Joint space: Original space Helps maintaining the structure of original data and
subspace weakens the influence of original spatial noise and redundancy
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Feature Selection
• Get a meaningful feature subset of the original feature space by removing
redundant and irrelevant features

• Maintaining the physical structure of the original features

• Preferring unsupervised methods due to labeling cost

L 2, 0-norm: Exact row sparsity – ensures that
there is exactly k non-zero rows

Visualization of the selected features
• Visualization of selected features in the Coil20 dataset. Even with very low
selected features the manifold structure of the original data is maintained to a
good extent.

The curse of dimensionality is a well-recognized challenge in the machine learning field. As the internet grows and technological advancements progress, the data generated daily
tends to have increasingly high dimensions, many of which are irrelevant, sparse, noisy, or redundant. This can negatively impact the efficiency and effectiveness of many
algorithms. Dimensionality reduction techniques, particularly feature selection methods, are commonly used to address this issue. Specifically, this review will focus on recent
developments in unsupervised feature selection through graph learning. These methods typically involve learning the manifold structure of the original data, projecting it to a lower-
dimensional space, and selecting features using sparse learning, which retains only the most important and discriminative features. This review also covers the algorithms used to
learn data structures, how sparse learning is applied, and the challenges of learning in different spaces.
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ABSTRACT
      The rapid growth of IoT and resource-constrained devices has increased the demand for lightweight cryptography. In response, NIST has standardized the 

ASCON lightweight AEAD and hash algorithm for this purpose. Beyond secure IoT communications, IoT data analytics are essential for efficiency, 
innovation, decision-making, and predictive maintenance. In this paper, we propose a privacy-preserving machine learning (PPML) system for securely 
transporting IoT data to the cloud and enabling secure machine learning. Our protocol, based on a lightweight AEAD scheme and TLS, resists various 
attacks, and we use Intel-SGX for secure analytics. We prototype and evaluate the system on real-world datasets. 
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System Model

 Our system ensures IoT data confidentiality, integrity, and privacy with multiple 
layers of protection: AEAD, TLS, and SGX attestation safeguard data from man-
in-the-middle attacks, insider threats, and external cyber threats during data in-
transit, at-rest, and in-use.

Assume the lightweight AEAD scheme is secure under indistinguishability under 
chosen plaintext attack (IND-CPA), TLS and EKEP protocols are secure, and the 
TEE (SGX) is trusted. Our system is secure against semi-honest adversaries.

Security Model

 Conclusion and Future Work

Experimental Analysis and Results

This framework presents a privacy-preserving ML system for Cloud-IoT that 
securely collects and trains models on fine-grained IoT data. It uses a lightweight 
AEAD scheme for efficient encryption and a TEE to protect data privacy during 
training. The system's practicality was demonstrated by encrypting IoT data, 
transmitting it securely to the cloud, and training models on real-world datasets. 

Future work will focus on implementing application-specific deep learning 
algorithms, exploring advanced encryption techniques, and enhancing the 
scalability of the system for larger datasets. 

Part A. Our Experimental setup

Part E. Model training results in/out SGX
 

 Part D. Experimental Result of regression models

Problem Statement

 Our Proposed Scheme

System Model: We consider a real-world Cloud-IoT system consisting of three 

key entities, namely a set of IoT devices, a gateway, and a cloud server. The IoT 

devices are connected to the cloud via a gateway and periodically transmit IoT 

data to the cloud. For simplicity, we assume that all the devices belong to a single 

owner who wishes to perform various tasks on IoT data such as data collection, 

processing.

Adversarial Model: We consider semi-honest adversaries where an adversary 

may compromise some IoT devices or the cloud applications, and observes the 

execution of the protocol. The goal of the adversary is to learn any unintended 

information about other honest IoT devices’ data or the trained model. We assume 

that the adversary can intercept the IoT data communications including record, 

replay, and modify network data and can compromise the cloud software 

applications. 

Consider an Internet of Things (IoT) system where multiple IoT 
devices continuously stream high-dimensional data to a cloud 
service. The dataset generated by these IoT devices is denoted as 

 𝐷 ={ ( , ) }, where each ( , ) represents a high-dimensional data 𝑥 𝑦 𝑥 𝑦
point. The goal is for the data owner to train a regression model  𝜃
using the dataset , such that:𝐷

←𝜃 Training( , , )𝜃 𝐷 𝑓

where  is either a linear or logistic regression algorithm.𝑓

The primary challenge is securely transmitting the IoT data from the 
devices to the cloud, and ensuring that the training of the regression 
models (linear or logistic) on the dataset  in the cloud is performed 𝐷
privately and securely. The system needs to protect the privacy and 
integrity of the IoT data at multiple stages: In-transit, at-rest, In-use.

We design a secure Cloud-IoT analytics system using practical 
cryptographic tools including SGX, TLS, and ASCON. The system 
handles two main tasks:

A. Secure data transmission from IoT devices to the cloud.
B. Privacy-preserving data analytics in the cloud.

Using the bring-your-own-encryption (BYOE) model, the data 
owner manages encryption keys. A double-encryption 
mechanism combines AEAD and a TLS-like protocol for 
protection against external and internal threats. Analytics are 
executed in a trusted environment to ensure data privacy.

Part B. Experimental Result of NIST LWC in  Azure cloud Part C. Encryption result in/out SGX

1

4

2
3

  Acknowledgment : This work was supported by the NBIF RAI 2024 and NSERC Discovery grants.

. 
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ABSTRACT

Electric Vehicles (EVs) are considered the predominant method of decreasing fossil fuels as well as greenhouse gas emissions. With the drastic growth of EVs, the future smart grid is 
expected to extensively incorporate dynamic wireless charging (DWC) systems, a significant advancement over traditional charging methods. DWC, offering the unique ability to charge 
vehicles in motion, introduces new infrastructures, complex network models and consequently, a massive attack surface. To accomplish the goal of such an enormous smart grid 
accompanying DWCs, the security of EV charging infrastructures has become a deciding factor. EV charging is vulnerable to cyberattacks as it has many attack vectors and many challenges 
to combat. Unlike the traditional charging services provided in a typical static charging station, the DWC has a complex network architecture which makes it vulnerable to many forms of 
cyberattacks. Authentication plays a crucial role in safeguarding the frontline security of this ecosystem. However, within the domain of DWC, the current academic landscape has seen 
limited attention dedicated to authentication protocols. This background signifies the necessity of a robust revocable anonymous authentication framework for dynamic EV charging. 
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Components of Dynamic Wireless EV Charging System

Theory of Operation

System Model

"PEREA: Practical TTP-Free Revocation of Repeatedly Misbehaving Anonymous Users." (2012)

Security & Privacy Features 
Communication Model

1. Power Supply: It connects a 
dynamic charging system to the 
smart grid to receive power.

2. Charging Infrastructure/ Power 
Track: It is embedded into the road 
surface or the side of the 
pavement, facilitating the wireless 
transfer of electric energy when 
vehicles drive over the track

3. Charging Pad (CP)/ transmitter 
(primary) pads: The power track 
consists of a chain of CPs that use 
an electromagnetic field to transfer 
energy wirelessly to the EVs.

4. Receiver Pad/ secondary pad: It is 
embedded at the bottom of the EV 
to receive electricity.

Security & Privacy Features

This poster presents a framework that EVs to anonymously authenticate 
themselves to the untrustworthy charging service providers as well as the 
RSU and exchange information while protecting against malicious behavior 
by EVs. If a legitimate EV who gained access to the system successfully, 
converted to behaves maliciously, the framework can revoke the 
anonymity of the EV and reveal the real identity to cease future attacks. 
The proposed framework is designed to be robust against both malicious 
insider attacks and system-level threats.

Conclusion

• A dynamic accumulator, or simply an accumulator, is a constant-size 
cryptographic construct that represents set membership. 

• Elements may be added to (i.e., “accumulated”), or removed from, the 
accumulator. 

• Anyone can prove in zero knowledge that certain element is “in” the 
accumulator if and only if the element has indeed been accumulated. 

In our work: 
users can authenticate by proving in zero knowledge that their pseudonym 
is in the accumulator, where the accumulator represents a “blacklist” of 
pseudonyms belongs to malicious users. 

Cryptographic Primitive: Dynamic Accumulator

•Anonymity: Service providers cannot identify users within the registered user set; authentication 
remains unlinkable 

•Mis-authentication Resistance: Ensures that only registered users can authenticate 

•Unlinkability of Tickets: Individual tickets cannot be linked to a specific set of user  transactions.    
Prevents  tracking of user activities, thereby preserving privacy, anonymity

•Revocability: Users listed in the revocation window cannot be authenticated 

•Coalition Resistance: Both revoked and unregistered users, individually or in groups,  cannot 
authenticate 

•Identity-Escrow Freeness: No TTP can infer a user's identity or pseudonym 

•Backward Unlinkability: Past authentications remain anonymous and unlinkable even  after user 
revoked from the system

•Revocation Auditability: Users can verify their revocation status, preventing malicious SPs from falsely 
recognizing users as revoked

Proposed Scheme

A novel authentication protocol is proposed for dynamic EV charging using dynamic 
accumulators and zero knowledge proofs. 

The Charging Service Provider (CSP) employs a dynamic accumulator to manage a 
blacklist of users involved in malicious activities.

Registration phase: Users receive essential system parameters.
Based on these parameters, users generate pseudonyms or tickets, which are 
unlinkable to their real identities.

Authentication phases: Users submit a pseudonym. Additionally, they must prove, via 
zero-knowledge proofs, that their pseudonym is not included in the CSP’s blacklist. 
Only users who can successfully provide this proof are authorized to access the 
charging service.

Revocation of misbehaving users: In the event of detected misbehavior or malicious 
activity, the CSP updates the blacklist by adding the pseudonym associated with the 
offending EV. This results in the user being denied future access to the system, as they 
will no longer be able to authenticate successfully.

Pseudonym-based Authentication: Pseudonyms ensure the user's real identity is not 
revealed. This prevents tracking or linking the user to their charging activities.

Zero-Knowledge Proofs for Blacklist Verification: Zero-knowledge proofs allow users to 
prove they are not blacklisted without sharing any personal information. This ensures 
both privacy and security while maintaining anonymity.



Fortifying Publish-Subscribe Communication: Advanced Security Solutions
Shabnam Saderi, Kalikinkar Mandal, Ali A. Ghorbani

{sh.saderi,kmandal, ghorbani}@unb.ca
Canadian Institute for Cybersecurity (CIC), Faculty of Computer Science, University of New Brunswick (UNB)

Motivation
Publish-subscribe (pub-sub) systems, crucial for modern digital infrastructures, enable efficient, real-time communication across various
sectors. Utilizing a decoupled communication model, these systems allow publishers to broadcast messages without specific recipients,
supporting scalable and flexible data distribution. This is vital in sectors like smart grids and healthcare, where rapid dissemination of
information is essential. Despite their benefits, pub-sub systems also pose significant security challenges.
• Security Vulnerabilities: As pub-sub systems are increasingly integrated into critical operations, they become potential targets for
sophisticated cyber threats. Vulnerabilities such as unauthorized access and message spoofing can disrupt operations and lead to
substantial data breaches.

• Impact of Security Breaches: The repercussions of security breaches extend beyond data loss, causing severe disruptions in services vital
to public safety and economic stability. For example, breaches in financial or healthcare pub-sub systems can cause irreversible harm and
erode public trust.

To ensure continuous service reliability and resilience against cyber-attacks, proactive security measures are essential:
• Proactive Measures: Implementing early detection systems, conducting regular security audits, and investing in advanced security
technologies are crucial steps toward mitigating risks.

• Security Training and Frameworks: Engaging in continuous security training and adopting robust security frameworks can further
strengthen the defenses of pub-sub systems, ensuring they can withstand evolving cyber threats.

CIC

• Publishers: Publishers send messages labeled with specific topics,
initiating communication without knowing the subscribers. This allows for
timely content delivery and topic adaptation based on current events.

• Subscribers: Subscribers choose topics of interest and receive relevant
messages, preventing information overload. They can either actively pull
messages or passively receive them from the broker, enhancing system
efficiency.

• Message Broker: The message broker serves as the central node,
managing the flow of messages between publishers and subscribers. It
filters and routes messages by topic while overseeing queuing and
delivery, ensuring reliable performance under varying loads.

The diagram highlights key vulnerability points in pub-sub systems, showcasing
security risks across publishers, brokers, and subscribers, each presenting unique
threats to system:

• Publishers are susceptible to data leaks if not properly secured.
• Brokers face risks from MITM attacks, data tampering, and being a single point of
failure.

• Subscribers can introduce unauthorized access points and data integrity risks due to
insecure endpoints.

Vulnerability Points in Pub-Sub

System Components Communication Structure 
of Pub-Sub 

CVE Pub- Sub 
Protocol

Category Affected 
Components

CVE-2024-
27309

Kafka Incorrect 
Authorization Broker

CVE-2023-
32315

XMPP Unauthorized 
Access Broker

CVE-2024-
29195

AMQP Data Corruption Publishers/Subscri
bers

CVE-2018-
1257

STOPM DoS Broker

CVE-2024-
31486

MQTT Confidentiality
Loss

Publishers/Subscri
bers

Common Vulnerability Exposures
(CVEs) in Pub-Sub

State-of-the-Art Approaches to Secure Publish-Subscribe
Communication

• End-to-End Encryption Ensures message integrity, confidentiality, and authenticity using
protocols like TLS.
Challenges: High resource demands and compatibility issues with legacy systems.

• Third-Party Involvement Uses third-party services for key management, simplifying encryption
processes.
Challenges: Risk of third-party compromise and single point of failure.

• Attribute-Based Encryption (ABE): Encrypts data based on subscriber-defined attributes,
allowing fine-grained access control.
Challenges: Complex key management and high resource demands.

• Homomorphic Encryption: Allows computations on encrypted data, preserving privacy without
decryption.
Challenges: High computational overhead, limiting real-time use.

• Secure Multi-Party Computation (MPC): Enables collaborative computation over private inputs,
maintaining data privacy.
Challenges: Communication overhead and complex implementation.

• Secure Enclaves: Provides secure code execution within isolated hardware memory areas.
Challenges: Limited compatibility and susceptibility to side-channel attacks.

Future Directions

Importance of Addressing These Vulnerabilities:
• System-wide Impact: A failure in any of these points
can compromise the entire communication
framework, leading to data breaches, misinformation,
or operational failures.

• Mitigation Strategies: Implementing end-to-end
encryption, robust key management, decentralized
broker models, and secure access control
mechanisms can help reduce these risks.

• Lightweight Cryptography:
Choosing efficient encryption
for resource-constrained
devices.

• Decentralized Brokers: Use
decentralized brokers instead
of one to reduce single points
of failure.

• Quantum-Resistant
Encryption: Prepare for future
quantum threats with advanced
cryptography.

• Privacy-Preserving
Computation: Enable secure
data sharing with techniques
like MPC.

• Scalable Key Management:
Improve key distribution
methods for growing pub-sub.

This table illustrates examples of CVEs on various
pub-sub protocols, highlighting typical vulnerabilities
that affect system components:
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Components of Dynamic Wireless EV Charging System

System Model

Security & Privacy Features DER and ICS Protocols in the Smart Grid

Distributed Energy Resources and ICS Protocols

• Integrating DER systems via ICS protocols exposes critical infrastructures to the 
internet, increasing their susceptibility to cyber threats. As DER systems become more 
interconnected, the risk of unauthorized access or manipulation by malicious actors 
grows, creating potential threats to the reliability and safety of the entire grid.

• To safeguard against such vulnerabilities, robust security measures should be 
implemented, including IDS/IPS, encryption for secure communication, and strong 
access controls. These measures not only detect and prevent intrusions but also 
ensure that sensitive data is protected and only authorized personnel can access 
critical systems.

• Focus on developing and integrating advanced cybersecurity techniques to enhance 
smart grid security. Continuous innovation in cybersecurity strategies is essential to 
stay ahead of evolving threats and ensure that the smart grid remains resilient against 
potential cyberattacks.

• As preventive measures, developing real-time monitoring systems and robust incident 
response frameworks is crucial for identifying and mitigating cyber threats in DER 
systems. This includes employing machine learning algorithms to detect anomalous 
behavior and automating response strategies to contain potential breaches before 
they cause widespread disruption.

ICS Protocol Level Vulnerabilities

The integration of Distributed Energy Resources (DERs) into the smart grid involves the 
use of several ICS communication protocols, each with unique cybersecurity 
considerations:

• IEEE 1815-DNP3 and Modbus are extensively utilized for process automation, yet 
they inherently lack encryption and authentication mechanisms, exposing them to 
data breaches.

• OpenADR and IEEE 2030.5 support more advanced security features but still require 
additional measures for comprehensive protection against sophisticated cyber 
threats.

Detailed vulnerabilities in DNP3 and Modbus include:
• Data Interception and Modification: Alters commands.
• Fabrication Attacks: Generates counterfeit commands.
• Remote Exploitation: Allows unauthorized access.

The digital smart grid represents the convergence of information and operational technologies (IT/OT) 
with traditional electrical systems to enhance grid intelligence, resilience, and efficiency. It leverages 
IoT, big data analytics, and cybersecurity technologies to modernize electricity distribution.

Core Components:
• Smart Meters: Utilize advanced metering infrastructure (AMI) for real-time monitoring and 

management of energy usage.
• SCADA Systems: Supervisory control and data acquisition (SCADA) systems for remote control and 

automation of electrical substations.
• Advanced Communication Networks: Deploy secure, high-bandwidth communication protocols 

(e.g., DNP3, IEC 61850) for grid data exchange.
• DERs and Microgrids: Integrate distributed energy resources (DERs) and microgrids using smart 

inverters and grid-edge technologies.
• EMS and DMS: Leverage energy management systems (EMS) and distribution management 

systems (DMS) for optimized grid operations and reliability.
• Cyber-Physical Security: Incorporate layered security architectures, combining physical security 

measures and cybersecurity technologies.

Strategic Objectives: 
• Operational Efficiency: Implement advanced analytics and automation to minimize losses and 

optimize energy flow.
• System Reliability: Enhance reliability through predictive maintenance, fault detection, and self-

healing grid technologies.
• Sustainable Energy Integration: Seamlessly integrate renewable energy sources, supporting 

dynamic load balancing and energy storage solutions.

Technical Challenges: 
• Cybersecurity and Compliance: Address evolving cyber threats and regulatory compliance 

requirements for IT/OT convergence.
• Legacy System Integration: Overcome interoperability and integration challenges with aging grid 

infrastructure.
• Investment and ROI : Balance the capital investment in advanced grid technologies against expected 

operational efficiencies and return on investment (ROI).
• Data Privacy and Security: Ensure the integrity and confidentiality of consumer data and 

operational intelligence.

Introduction

• DER in a smart grid range from domestic energy sources such as rooftop solar panels and individual 
wind turbines to large-scale systems like solar farms, offshore windmills, and expansive wind farms.

• These resources enable more efficient energy management, decentralized power generation, and 
enhanced grid resilience by integrating renewable energy into the grid.

• Industrial control systems (ICS) protocols are used for controlling and monitoring a range of industrial 
processes and systems such as distributed control systems (DCS), SCADA, and industrial automation 
systems (IAS).

• Widely used in industrial systems and critical infrastructures such as nuclear and thermal plants, water 
treatment facilities, oil extraction facilities and modern smart grids.

• Originally deployed physically isolated from external networks, with the main focus on real-time 
responses with extremely high availability and reliability. Thus, they lack inherent cybersecurity.

DER Prosumers (Domestic Energy Generation):

Threat Landscape for the Smart Grid

• Cyber Attacks: Sophisticated attacks like malware and phishing threaten IT/OT systems. Incidents
include Ukraine (2015/16) and WannaCry (2017).

• Physical Sabotage: Infrastructure, such as substations, is vulnerable to direct attacks, exemplified
by the Metcalf attack (2013).

• DoS/DDoS Attacks: Target network and control systems to disrupt operations, with utility
communications often attacked.

• Supply Chain Compromises: Vulnerabilities in the supply chain can lead to system infiltration, as seen 
in the SolarWinds attack (2020).

• Quantum Computing Threats: Emerging concerns over cryptographic standard vulnerabilities in
the face of quantum decryption advancements

Proposed Scheme: 

Securing ICS Protocols using VPN

Our research focuses on enhancing the security of ICS communication by 
implementing VPN technology. We benchmarked Modbus, DNP3, and SNMP with and 
without WireGuard VPN. The below table represents the latency measurements in 
milliseconds:

Results signify that WireGuard VPN adds latency but tolerable overhead, indicating VPN’s 
security benefits in ICS may outweigh performance costs.

Challenges and Future Work
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